Generalizing Device Interfaces

Hugo Sadok

CMU-CS-26-132
September 2026

Computer Science Department
School of Computer Science
Carnegie Mellon University

Pittsburgh, PA 15213

Thesis Committee:
Justine Sherry, Chair
David G. Andersen
James C. Hoe
Arvind Krishnamurthy (UW)
Aurojit Panda (NYU)

Submitted in partial fulfillment of the requirements
for the degree of Doctor of Philosophy.

Copyright © 2026 Hugo Sadok

This research was sponsored by: the National Science Foundation under award numbers CNS1700521, CNS2212390
and CNS1850384; the Office of Naval Research under award number N000142412059; Vanguard Charitable under
award number A020010; the Semiconductor Research Corporation under award number 2018JU2779; and Intel
Corporation under award number A026118.

The views and conclusions contained in this document are those of the author and should not be interpreted as

representing the official policies, either expressed or implied, of any sponsoring institution, the U.S. government or
any other entity.



Keywords: Host interconnects, Hardware accelerators, SmartNICs,
Peer-to-peer communication, Computer networking, Operating systems



To my mother, for encouraging me to be creative;
my father, for encouraging me to work hard;
and my wife, for so many reasons.






Abstract

Accelerators and I/O devices perform much of today’s computation. Accelerators (e.g., for
machine learning, cryptography, and video processing) are now commonplace, and even long-
established I/O devices such as network interface cards (NICs) and disks have gained programma-
bility and compute of their own. Yet devices today communicate using specialized interfaces
better suited to an era when each device performed a single, fixed function under the CPU’s
control. Specialized interfaces limit devices in two ways. First, interfaces are specialized to a
particular data format, unable to adapt to new capabilities as devices gain them. Second, inter-
faces are specialized to a particular pair of endpoints: the device and the CPU. As a result, when
applications would benefit from devices interacting directly, they must rely on vendor-specific
solutions that exist for only a handful of device pairs.

A general-purpose interface could address both limits: it could keep pace as devices gain
capabilities, and let any device communicate with any other without the need for vendor-specific
solutions. What stands in the way is the long-held assumption that generality costs performance.
This dissertation disproves that assumption. Our thesis is that devices can adopt a general-purpose
interface without compromising performance—in fact, we find that generality can even improve
performance by reducing the CPU’s involvement in communication. We pursue generality along
two axes: “what” devices communicate and with “whom.”

To generalize “what” devices communicate, we introduce Enso, a streaming abstraction
between devices and the CPU. Instead of specializing to the data’s format and size, Enso delivers
arbitrary data over a stream. This allows devices to extend their capabilities without shoehorning
data into legacy formats—a NIC can use the same interface to deliver raw packets, application-
level messages, or bytestreams, depending on the offloads it provides. We show that streaming
not only makes the interface format-agnostic but also eliminates the overheads that fixed-size
buffers impose, letting applications achieve up to 6x the throughput of a specialized NIC.

To generalize with “whom” devices can communicate, we introduce DCP, a general-purpose
peer-to-peer Device Communication Protocol. Although interconnects such as PCle have long
supported peer-to-peer communication, device interfaces are designed for talking to the CPU.
This is due to differences in capabilities: the CPU is better at exposing memory and centralizing
coordination, and devices are better at accessing memory asynchronously. DCP instead provides
a symmetric interface that works the same way regardless of devices’ capabilities and allows
devices to perform distributed coordination, without the CPU. As a result, DCP cuts latency
by 83% compared to CPU-mediated communication, while offering similar performance to
specialized interfaces when devices do talk to the CPU.

Together, Ensé and DCP show that devices need not remain workers behind restricted
interfaces, but can instead act as peers—enabling a future in which a computer looks less like
a centralized hub-and-spoke of CPU and accelerators and more like a distributed system of
composable peers.
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Chapter 1

Introduction

Historically, the primary purpose of host interconnects was to connect the CPU to “peripheral
devices” [63, 72, 149]. The underlying assumption behind this design is that the CPU is the
primary computing device, and peripheral devices simply serve the CPU, allowing it to interface
with the outside world. Network Interface Cards (NICs) connect the CPU to the network, graphics
cards (GPUs) connect the CPU to displays, and sound cards connect the CPU to speakers and
microphones.

Over the last 30 years, the CPU has ceded its monopoly on computation to a growing
collection of increasingly capable, and less “peripheral,” devices [62, 182]. Accelerators and
compute-capable I/O devices are essential to many of the most important applications today,
from Al systems [93] and multi-tenant clouds [5, 54, 191, 201] to efficient video processing on
mobile phones [190]. Accelerators train and serve machine learning models [2, 59, 93], encrypt
and compress data [86], transcode videos [8, 163, 165], and serialize remote procedure calls
(RPCs) [99]. At the same time, long-established I/O devices, such as NICs and disks, have
gained compute of their own. Modern NICs offer functionality ranging from simple operations,
such as checksum and queue demultiplexing [44, 78], through complex transport protocol
implementations [10, 36, 52, 176, 179], to arbitrary computation [85, 132, 135, 151]. Storage
devices are moving in the same direction with the standardization of computational storage [142].

While devices have taken over an increasing fraction of the computation inside the host,
the interfaces they use to communicate have not changed accordingly. Devices communicate
over shared memory: the interconnect (e.g., PCle [150], CXL [37], NVLink [32]) provides the
shared-memory abstraction, but it is up to each device to determine how to coordinate access to
this memory. The way a device implements coordination is what we call the device’s interface.
Although the device alone defines this interface, the interface binds both endpoints: software (or
a peer device) must follow the device’s conventions to communicate with it. And every device
today defines its own specialized interface. Each NIC, for instance, defines a coordination scheme
tied to the data format it expects, and the scheme differs not only from those of accelerators but



2 INTRODUCTION

even from those of NICs from other vendors. Specialized interfaces worked well when devices
were simple, each handling a single kind of data and communicating only with the CPU. But
they now prevent compute-capable devices from realizing their full potential.

Specialization limits devices on two fronts. Because interfaces are specialized to a particular
data format, they constrain “what” devices can communicate: the interface’s format fixes a
division of labor between the device and the CPU, limiting the kinds of computation that devices
can efficiently express. For instance, a NIC that implements a transport protocol must still split
the resulting bytestreams back into packets before sending the processed data to the CPU (§ 1.1.1).
And because interfaces are specialized to a particular pair of endpoints, they constrain “whom”
devices can communicate with: two devices cannot exchange data directly but must instead go
through the CPU. For instance, a NIC cannot deliver incoming data straight to the decryption
accelerator that will process it, even when the CPU is not needed in the processing (§ 1.1.2).

A general-purpose device interface would remove both limitations. An interface that is not
specialized to a particular data format would let a device communicate at whatever level of
abstraction its computation operates on—the same NIC could deliver raw packets when the
CPU runs the network stack, or complete messages and bytestreams when the NIC itself is
responsible for transport. An interface that is not specialized to a particular pair of endpoints
would let any two devices communicate directly, without per-pair engineering—a NIC could
deliver incoming data straight to the accelerator that consumes it.

Given the clear benefits of general-purpose interfaces, why specialize? The main obstacle in
the way of general-purpose device interfaces is the long-held assumption that generality comes
at the cost of performance. This is particularly concerning for devices since performance is the
main reason we turned to accelerators and to computation in I/O devices in the first place [68].

This dissertation challenges that assumption by introducing general-purpose device in-
terfaces that not only match the performance of specialized interfaces but can outperform
them. Empirically, we find that generalizing “what” devices communicate can increase appli-
cation throughput by up to 6x, by better reflecting today’s division of labor between devices
and the CPU. And generalizing “whom” devices communicate with can cut device-to-device
communication latency by 83% (from 8.1 s to 1.4 ps), by avoiding CPU mediation.

THESIS STATEMENT

A general-purpose device interface can improve performance and interoperability among
hardware accelerators, I/O devices, and CPUs with different capabilities and data formats.

In the rest of this chapter, we expand on this argument. We first discuss how specialized
interfaces limit devices (§ 1.1), then detail the benefits of a general-purpose device interface (§ 1.2)
and the challenges in designing one (§ 1.3). We conclude with a summary of our results (§ 1.4)
and an outline of the remaining chapters (§ 1.5).
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1.1 Limitations of Specialized Device Interfaces

In this section, we discuss how specialization to data formats (“what”) and to endpoints (“whom”)
limits modern, compute-capable devices.

1.1.1 Specialization to Data Formats

The first limitation of specialized interfaces concerns “what” devices communicate. Existing
device interfaces are specialized to a particular format and granularity of data: most NICs expose
interfaces built around packets, and most storage devices expose interfaces built around blocks.
An interface specialized for a fixed data format reflects a fixed division of labor, delineating
where the device’s processing ends and the CPU’s begins. But when devices are capable of
performing computation, this boundary is no longer fixed.

Consider NICs as an example. Existing NICs exchange data using a packetized interface,
which relies on sequences of fixed-size packet buffers, each accompanied by metadata. This
design reflects the assumption that the NIC operates at the lower layers of the network stack
(L2/L3) while the CPU handles the layers above, including demultiplexing and transport. Indeed,
the use of per-packet metadata helps software demultiplex and reassemble flows efficiently.

While this division of labor closely reflects the NIC capabilities of the 1990s,! NICs have since
evolved dramatically. Virtually all high-performance NICs today can demultiplex incoming data
among multiple queues, and many implement transport protocols—or even arbitrary computation
in the case of SmartNICs [85, 132, 135, 151]. Not only is the computation flexible, but modern
NICs can also apply different computations to different sets of flows. A NIC’s interface must
therefore accommodate data at multiple layers at once. But because the interface remains
specialized for packets, NICs must split higher-level data back into packet buffers. In addition,
each packet buffer still carries metadata to aid demultiplexing that the NIC already performed.
This creates extra work exactly where the NIC’s computation was meant to remove it.

The overheads induced by the use of per-packet buffers and metadata are significant. As we
will see in more detail in Chapter 3, per-packet metadata can consume as much as 39% of the
NIC’s PCIe bandwidth when handling small packets. In addition, since every packet occupies a
separate buffer, consecutive packets end up scattered across memory, making it hard for the
CPU to prefetch data. This results in an L2 cache miss ratio of up to 55%.

While we focus on the problem of specialization to data formats on NICs, NICs are not
unique. More broadly, the more flexible the computation a device performs, the more likely
it is to outgrow an interface specialized to a single data format. Storage devices, for instance,

IPartridge’s description of a state-of-the-art NIC interface in his 1993 book [148] is nearly identical to the one
that most modern NICs adopt. Notably, Partridge also rejected the idea of NICs performing computation, on the
grounds that it was hard to beat the performance per watt of host CPUs at the time.
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face the same pressure: as SmartSSDs [172] gain the ability to process data on the drive, their
outputs no longer match the fixed-size blocks their interfaces are built around.

1.1.2 Specialization to Endpoints

The second limitation of specialized interfaces concerns “whom” devices communicate with.
Existing device interfaces are specialized to a particular pair of endpoints: the device itself
at one end and the CPU at the other. But because modern devices can perform independent
computation, they increasingly benefit from communicating directly with other devices—a use
case their interfaces were not specialized for.

For instance, one might want to route data coming from a NIC directly to a decryption
accelerator, or a camera feed directly to a hardware video encoder. But because interfaces are
specialized to interact with the CPU, communication between two devices needs CPU mediation.
This mediation imposes extra interconnect round trips, wastes CPU cycles, and puts the CPU
back on the critical path—the bottleneck that specialized hardware was meant to remove in the
first place. As we will see in more detail in Chapter 4, these overheads are substantial. In our
testbed, mediation alone more than doubles the latency of a device-to-device transfer, and routing
data through host memory cuts the available bandwidth in half for every device-to-device hop.

Specialization makes CPU mediation hard to avoid. Because each interface is unique, com-
municating using existing interfaces requires one endpoint of every connection to adapt to the
interface of the other. This is precisely what the CPU does today by using a custom driver for
every device. But doing so requires general-purpose programmability (to run a different driver
for each interface) and exposed memory (to place the buffers and queues that typically sit in host
memory). Most devices offer neither. An alternative is to introduce new hardcoded interfaces
specialized for specific pairs of devices, avoiding the need for the device to offer general-purpose
computation. Unfortunately, neither approach scales. Each implementation covers only a single
pair of devices, so supporting n devices requires ©(n?) implementations.? In practice, only a
handful of device pairs can justify this cost.

We see this effect in practice. The need for GPUs to communicate with NICs without CPU
mediation has led to vendor-specific solutions such as GPUNetIO [66, 134]. The existence of
these solutions is evidence of the demand for direct communication between devices. However,
GPUNetIO also exemplifies both problems above. GPUNetIO leverages the GPU’s general-
purpose programmability and exposed memory to take over the CPU’s role on the NIC’s existing
specialized interface. This approach works for GPUs precisely because they are among the few
devices that offer general-purpose compute and exposed memory. But fixed-function devices,
such as encoders and compression engines with little to no addressable memory, cannot follow

Using the CPU as a mediator keeps the cost at ©(n) implementations, since every interface can specialize to
the CPU as the other endpoint.
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the same strategy. GPUNetlIO also exemplifies the scaling problem. It covers a single pair of
devices from the same vendor (Nvidia GPUs paired with Nvidia NICs). Supporting other devices
requires additional device-specific implementations.

Specialized interfaces muzzle modern accelerators and I/O devices by preventing them from
efficiently expressing their functionality and outputs, and by limiting their ability to interoperate
and collaborate. In the next section, we discuss how a general-purpose interface can free devices
from such constraints.

1.2 Benefits of a General-Purpose Device Interface

In this dissertation, we make a case for general-purpose device interfaces. By general-purpose,
we mean interfaces that make no assumption about the data they carry or about the endpoint
devices that use the interface. By not specializing to data formats, the interface no longer
prescribes a division of labor between the device and the CPU. And by not specializing to a
particular pair of endpoints, the interface no longer determines whom a device can communicate
with.

Generalizing across data formats. Because the interface makes no assumption about the
format or the granularity of what it carries, it is up to the endpoints to decide how to interpret
and segment the bytes sent through the interface. For instance, a NIC that implements transport
can use the same interface to deliver bytestreams directly to applications or raw packets to a
network stack in software. The device’s capabilities and configuration determine where the
device’s processing ends and the CPU’s begins, not the interface.

Generalizing across endpoints. Because the interface makes no assumption about the device
at the other end, any two devices that implement it can communicate directly. Neither has to
adapt to the other’s interface, avoiding the need for CPU mediation. For instance, a NIC can
send incoming data straight to a decryption accelerator, without having to go through the CPU.
This avoids spending CPU cycles or waiting on the CPU to issue the transfer to the device. The
application logic determines what the next hop should be, not the interface.

Beyond the immediate benefits we described above, a general-purpose device interface also
brings additional benefits as it gains widespread adoption:

* Compose accelerators. When any device can communicate directly with any other, accel-
erators can be designed to be composed. This makes finer-grained specialization viable:
functionality that is typically bundled in a single accelerator can instead be split across
specialized accelerators and leveraged by other devices.
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* Deduplicate engineering effort. Hardware designers and driver developers can reuse the
same mechanisms across different devices, instead of redesigning and revalidating them
for each new interface.

* Reuse tools across devices. When devices use the same interface, tools built for one device
can also be used for another. For instance, we developed a packet-capture tool to aid
debugging and have used it to diagnose issues in several devices that use the same interface.

* Simplify reasoning about device interactions. When every device communicates through
the same interface, the number of possible interactions among devices shrinks. This makes
bugs and misconfigurations easier to identify and simplifies modeling and analysis (e.g.,
proving the absence of deadlocks).

* Focus research effort on a common target. When many devices share one interface, improve-
ments to the interface can benefit all devices that implement it. For instance, since most
applications on the Internet use TCP, decades of work on improving TCP performance
(e.g., congestion control) have benefited many applications.

To realize these benefits, we need interfaces that are simple enough for any device to
implement, yet fast enough to be competitive with specialized interfaces. Designing these
interfaces is the main topic of this dissertation.

1.3 Challenges in Generalizing Device Interfaces

The main challenge in designing a general-purpose device interface is performance. The same
assumptions that limit specialized interfaces also contribute to their efficiency. In this section, we
examine where this efficiency comes from and the challenges in keeping it without specialization.

Recall that devices communicate over shared memory. Their interfaces typically work by
having one endpoint write data to a region of memory that the other endpoint reads. Communi-
cating over shared memory requires coordination. The endpoints must agree on how memory is
allocated (where new data may be written and when memory can be reused), and they must
determine when it is safe to access data (the producer must know when it is safe to write to
the memory; and the consumer must know when it is safe to read the memory). Coordination
adds overhead. While specialized interfaces can leverage specificities of the data format or of
the endpoint devices to reduce this overhead, a general-purpose interface cannot rely on these
specificities.

Coordinating without a fixed data format. Interfaces specialized to a particular data format,
like packetized interfaces in NICs and block-based interfaces in storage devices, can leverage the
known granularity of the data they handle. NICs use the fact that packet sizes cannot exceed
the network’s MTU; and storage devices use the fact that blocks have fixed sizes. Because no
unit of data exceeds the known maximum size, software can preallocate a pool of fixed-size
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buffers and hand those to the device ahead of time. This allows memory to be allocated before
the output data is ready, reducing coordination overhead on the critical path. In addition to
allowing preallocation, making the interface aware of the data’s granularity also helps determine
when it is safe to access the data (e.g., on NIC interfaces the producer can tell the consumer to
access the data whenever a complete packet is ready). Once we remove the assumption about
data format, the interface can no longer preallocate fixed-size buffers, and it is no longer clear
when the producer should notify the consumer of incoming data.

Coordinating without the CPU. Interfaces specialized to communicate with a particular
device and the CPU can leverage the asymmetry between the two endpoints. CPUs are better
suited to expose memory, since they have access to large amounts of host DRAM, while devices are
better suited to access this memory, since they are capable of accessing memory asynchronously
through DMA. Specialized interfaces divide the coordination work accordingly. They typically
keep the data in host DRAM and have the CPU act as a centralized coordinator, responsible
for allocating memory and orchestrating transfers (telling devices when the inputs are ready
and where to place the outputs). For instance, in the packetized interface, the CPU exposes
the packet buffers and the queues used for coordination in host memory, and the NIC uses
“DMA writes” to send data to the CPU and “DMA reads” to receive data. Once we remove the
assumption that the endpoints are fixed, the interface can no longer be asymmetric. It cannot
assume that either endpoint exposes memory to hold the data, and it cannot rely on a particular
endpoint to be the coordinator. Coordination can no longer be centralized at the CPU. It must
be distributed among the endpoints.

1.4 Summary of Results

We address the challenges of providing coordination without specialization by introducing two
systems. Each system generalizes one of the two sources of specialization: Enso generalizes
“what” devices communicate, by enabling coordination without fixed data formats, while DCP
generalizes “whom” they communicate with, by enabling coordination without the CPU. Beyond
demonstrating that the coordination challenges can be solved, the two systems empirically sup-
port the thesis statement by showing that general-purpose interfaces can improve performance
relative to specialized interfaces.

1.4.1 Enso: Generalizing “What” Devices Communicate

To coordinate without a fixed data format, we design and implement Enso (Chapter 3). Enso
replaces the fixed-size buffers of existing interfaces with a streaming abstraction: the device and
the CPU exchange data by appending it to an Enso Pipe, a shared data ring buffer that imposes
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no format or size on its contents. Devices can then use the stream to transmit whatever data
suits their functionality (e.g., raw packets, application-level messages, bytestreams).

Streaming addresses the performance limitations of the packetized interface without relying
on a particular data format. Two of Ens6’s design choices enable this:

Sequential placement. With a stream, we write new data in the same buffer right after the
end of the previous data. This avoids the need to break incoming data across fixed-size buffers.
Moreover, since subsequent data is placed contiguously in memory;, it is easy for the CPU to
predict what the next access will be. In our benchmarks, sequential accesses alone reduce L2
cache misses by 99.5% compared to scattered accesses.

Reactive notifications. A stream also lets the endpoints coordinate when it is safe to access
data without relying on the data format. Enso uses notifications to report how far the stream
has advanced, so a single notification can cover an arbitrary amount of data. Enso paces these
notifications reactively: the NIC withholds the next notification until software has consumed the
previous one. This mechanism slows down notifications when software is slow to process data
and speeds them up when it keeps up, naturally adapting to the pace of both endpoints. And
because notifications no longer need to accompany every packet, Enso reduces PCle metadata
traffic by 96.9%, eliminating the PCle bottleneck experienced by the packetized interface when
using small transfers.

Implementation and evaluation. We implement Ens6 on an FPGA-based 100 Gbps SmartNIC
and port four applications—a load balancer, a network telemetry application, a key-value store,
and a log monitor—to measure its end-to-end impact. The main results are as follows:
* Enso outperforms the packetized interface even when transferring packets. With a
single CPU core, Enso saturates a 100 Gbps link with minimum-size packets (achieving
148.8 Mpps). This is 2.5x the rate achieved by a state-of-the-art packetized NIC [78].

* Applications benefit from the performance improvements. Compared to the packetized
interface, our port of a load balancer [48] achieves up to 6x higher throughput, and our
port of the MICA key-value store [107] achieves up to 43% lower latency.

* Surprisingly, Enso can outperform the packetized interface even when software needs
to demultiplex packets (where the packetized interface’s use of individual packet buffers
avoids a copy). A simple packet forwarding application still achieves 28% higher through-
put than its zero-copy equivalent using the packetized interface.

1.4.2 DCP: Generalizing “Whom” Devices Communicate With

To coordinate without the CPU, we design and implement DCP, a general-purpose Device
Communication Protocol (Chapter 4). DCP is built around a new queue primitive called the
Memory-Mapped Queue (MMQ). An MMQ is a region of the address space that, when written to,
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enqueues a command at the device it belongs to.
MMQs let any pair of devices coordinate directly, regardless of their capabilities. Two of
DCP’s design choices enable this:

Symmetric interface. MMQs decouple what senders see from how receivers implement it.
From the sender’s perspective, every MMQ looks the same: a ring buffer of fixed-size slots
into which the sender writes commands. But from the receiver’s perspective, an MMQ can be
implemented in two different ways: devices with exposed memory and programmability, such as
CPUs and GPUs, can implement MMQs using exposed addressable memory, while fixed-function
devices can implement MMQs using hardware queues and fixed logic. The hardware queue
implementation requires neither exposed memory nor programmability and consumes few
hardware resources (around 4% of an AU55C FPGA [7]).

Distributed coordination. DCP then builds upon the MMQ primitive and establishes a small
set of commands to replace CPU coordination with distributed coordination:
* Pass-by-value transfers inline data directly in the command, allowing direct device-to-
device communication even when neither endpoint exposes memory.

* Pass-by-reference transfers carry a pointer to memory anywhere in the host address space.
The data can reside in the sender, the receiver, CPU-attached DRAM, or CXL memory.
This allows transfers to make the best use of the memory available in the system.

* Buffer requests let a sender ask the receiver to allocate a buffer that the sender then writes
into. This supports pass-by-reference transfers in which the receiver, not the sender, owns
the memory.

In addition to these commands, DCP employs credit-based flow control, letting receivers control
the rate at which senders can enqueue commands. This provides backpressure without a
centralized coordinator.

Implementation and evaluation. We implement DCP in software (targeting both CPUs
and GPUs) and in hardware (synthesizing and running on FPGAs), evaluating it on three device
topologies that would typically require CPU mediation today. The main results are as follows:

* Direct communication through DCP more than doubles goodput compared to CPU media-
tion (119 Gbps, 97% of the interconnect’s theoretical maximum, versus 51 Gbps) and cuts
latency by 83% (from 8.1 ps to 1.4 ps).

* Even when communicating with the CPU, DCP achieves goodput and latency comparable
to those of specialized NIC and accelerator interfaces—the use case they were designed
for. DCP matches or exceeds their goodput, and its latency matches the NIC’s with pass
by reference and stays within about 2 ps of the accelerator’s.

* For GPU-to-GPU communication over NVLink [32], DCP achieves 20% higher throughput
than Nvidia’s specialized interface (NVSHMEM [137]) while using a quarter of the GPU
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resources (SMs). DCP’s latency is within 1.3 ps of the specialized interface’s for transfers
up to 4KB and up to 9.9 us lower for larger transfers.

1.5 Dissertation Outline

This dissertation is organized as follows. In Chapter 2, we introduce background on how
devices communicate and explain how existing techniques cannot solve the issues caused by
specialized interfaces. In Chapter 3, we present Enso, our design for generalizing “what” devices
communicate. Then, in Chapter 4, we present DCP, our design for generalizing “whom” devices
communicate with. Chapter 5 discusses immediate directions for future work that build on these
two systems. Finally, Chapter 6 concludes with broader lessons learned, the path to adoption,
and a reflection on the role of hardware interfaces in an evolving architecture landscape.

The content in Chapter 3 is adapted from [169], and the content in Chapter 4 is adapted
from [171].



Chapter 2

Background

In Chapter 1, we argued that device interfaces are specialized to data formats and endpoints. In
this chapter, we show that this specialization comes from the way devices implement coordination.
Devices and the CPU communicate over a host interconnect, but unlike a typical TCP/IP network,
the host interconnect exposes a shared-memory abstraction instead of message passing. Shared
memory lets any endpoint read and write the memory of any other endpoint, but it requires
the endpoints to decide where to place data, when it is safe to access it, and what function to
apply to it. Each device makes these decisions differently when defining its interface, assuming
a specific data format and a specific pair of endpoints.

We first describe how devices communicate over the host interconnect and why this requires
a coordination layer (§ 2.1). We then use a NIC and an accelerator to show how device interfaces
specialize coordination to data formats and to endpoints (§ 2.2). Finally, we show that RDMA and
GPU-initiated communication, the most prominent techniques for working around specialized
interfaces, are not widely applicable since they still rely on specialized coordination (§ 2.3).

2.1 How Devices Communicate

In this section, we describe how devices typically communicate inside the host. We contrast
existing host interconnects with a typical TCP/IP network, highlighting how they expose a
different abstraction to the endpoints: shared memory instead of message passing (§ 2.1.1).
We then show how this difference requires endpoints in a host interconnect to implement a
coordination layer (§ 2.1.2).
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(a) Logical view of the host address space. (b) PCIe implementation of the address space.

Figure 2.1: Example of a host address space with the CPU and three devices. All devices and host
memory are assigned a fraction of the address space. PCle (or another interconnect) forwards
reads and writes to host memory or the corresponding device based on the address.

2.1.1 Host Interconnect

CPUs and devices today communicate over a network inside the host called the host interconnect
(e.g., PCIe [150], CXL [37], and NVLink [32]). Like a traditional packet-switched network based
on TCP/IP, host interconnects provide connectivity among all endpoints inside the host. One
important difference between TCP/IP networks and host interconnects is the abstraction they
expose to the upper layer. Applications over TCP/IP communicate using a message-passing
abstraction (e.g., sockets) that allows data to be transferred using send and receive calls. But
endpoints in a modern host interconnect communicate using a shared-memory abstraction,
where endpoints have access to a single address space and share data by reading from and
writing to it.

Figure 2.1 shows an example of how the host and different devices have their memory
mapped to different regions of the same address space. PCle, or another host interconnect,
forwards reads and writes to the right endpoint depending on the memory address they need to
access. Software running on the CPU can access the memory of any device by issuing regular
load and store instructions, which we refer to as Memory-Mapped I/O (MMIO). Devices can
also access any memory in the address space, independently of the software that runs on the
CPU, which we refer to as Direct Memory Access (DMA). Because the interconnect is capable
of forwarding reads and writes based solely on the memory address, it does not differentiate
between MMIO accesses and DMA accesses. Moreover, this means that devices are capable
of using DMA to access memory from other devices without involving the CPU (peer-to-peer
DMA).

Other interconnects, such as CXL and NVLink, expose the same shared-memory abstraction
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Figure 2.2: Layers implemented by the endpoints and by the intermediate node in (a) a TCP/IP
network and (b) PCle. The TCP/IP network exposes a send/recv API to applications, while the
PCle network exposes a load/store API to endpoints. Endpoints then use the load/store API
to implement a coordination layer on top.

as PCle. NVLink is a proprietary interconnect from Nvidia and is typically used to connect
Nvidia GPUs at a significantly higher bandwidth than PCIe.! CXL builds on PClIe and adds cache
coherence, allowing endpoints to safely cache data from memory addresses that belong to other
endpoints, while keeping the shared-memory abstraction.

2.1.2 Coordination Layer

A fundamental consequence of using a shared-memory abstraction is that coordination must
be defined explicitly at an upper layer. Devices and the CPU must carefully synchronize their
accesses to the shared memory to ensure correct operation. Implementing coordination means
that endpoints must agree on the answers to the following three questions:
* Where in memory to place the data? The endpoints must agree on which addresses
the sender may write to and the receiver may read from.

* When can the memory be accessed? The sender must know when it is safe to write
the data, and the receiver must know when it is safe to read the data.

* What function does the receiver apply to the data? Upon receiving the data, the
receiver must know which operations to apply to it.

The best NVLink devices available on the market today (NVLink 5) support up to 900 GB/s per direction [130],
while the best available PCle devices (PCle 6) support up to 121 GB/s [150].
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Contrast this with message passing, where endpoints cannot customize coordination, since it
happens implicitly at the layers below. For instance, in a TCP/IP network, senders and receivers
do not need to agree on where to place the data in the receiver’s memory; coordination over
when it is safe to transmit data is part of the protocol (i.e., flow control in TCP); and we define
what function to run by associating a program with a socket.

To illustrate the difference, compare the network stacks of a typical TCP/IP network and
of PCle (Figure 2.2). The TCP/IP network stack exposes a message-passing abstraction to the
upper layer with an API based on send/recv. In contrast, PCle exposes a shared-memory
abstraction with an API based on load/store. As a result, PCle endpoints need to implement a
coordination layer on top in order to explicitly answer the three questions above. One feature
that distinguishes the coordination layer from all the other layers in the example is that it is not
implemented using a standard protocol. Instead, every unique pair of endpoints implements its
own coordination layer.

To implement coordination, devices define an interface. A device interface answers the three
coordination questions by describing how the other endpoint should use loads and stores to
communicate with the device. Software then implements its own coordination layer by using a
custom driver that follows the coordination mechanisms specified by the interface. We describe
device interfaces in more detail in the next section.

2.2 Device Interfaces Specialize Coordination

We now use the example of two device interfaces to demonstrate how they rely on specialization
to data formats and endpoints to answer the three coordination questions from § 2.1.2. We
use a NIC interface to illustrate specialization to data formats (§ 2.2.1) and the QAT accelerator
interface to illustrate specialization to endpoints (§ 2.2.2).

2.2.1 Packetized NIC Interface and Specialization to Data Formats

Most NICs today expose a packetized interface [156], which specializes to exchange packets with
software on the CPU.

Interface

As illustrated in Figure 2.3, the interface requires software to allocate two structures in host
memory: a pool of packet buffers, each large enough to hold an MTU-sized packet, and a
descriptor ring buffer, with descriptors pointing to the buffers. In addition to the structures in
host memory, the NIC exposes doorbell registers as part of its own region in the address space.
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(b) When a packet arrives from the network, the
NIC writes it to host memory (using DMA) and
notifies software by writing a new descriptor to the
descriptor ring buffer (using DMA). Software detects
the new descriptor by polling for a change in the
descriptor’s flag bit.

Figure 2.3: Example of a packetized NIC interface. NICs and other devices communicate over a
shared-memory abstraction where both the device and the CPU access each other’s memories.
The interface dictates how devices coordinate the memory accesses.

Whenever software writes new descriptors to the descriptor ring buffer, it also writes to the
doorbell register, notifying the NIC that there are new descriptors to be consumed.

Where to place data. Software and the NIC use the descriptor ring buffer to exchange packet
buffer addresses. Before receiving data, software posts addresses of empty buffers to the NIC
and, upon receiving data, the NIC posts addresses of filled buffers to software.

When to access memory. Besides allowing the software and the NIC to exchange buffer
addresses, descriptors also tell the endpoints when it is safe to access the memory. When
software posts empty buffers to the NIC, it tells the NIC it is safe to use those buffers to write
incoming data; and when the NIC posts filled buffers to software, it tells software it is safe to
consume the data in these buffers.

What function to apply. The interface also helps determine which operations the NIC should
apply to each packet. When transmitting packets, software can specify which offloads (e.g.,
checksum) the NIC should run for the corresponding packet by setting flags in the descriptor.

Specialization

Note how the interface ties coordination to the data format by assuming that it exclusively
carries packets. To determine where to place the data, software preallocates buffers sized so that
they can fit a maximum-sized packet. To determine when to access memory, the interface relies
on packet boundaries, sending a notification whenever a complete packet is available. Finally,
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to determine what function to apply, the interface also relies on packet granularity, determining
offloads on a packet-by-packet basis.

Specializing for packets worked when NICs performed little computation. But modern NICs
are capable of demultiplexing packets among multiple queues [44, 78], implement transport
protocols [10, 36, 52, 176, 179], and even run arbitrary computation [85, 132, 135, 151]. Because
the interface still exchanges data one packet at a time, it introduces significant overheads for
these NICs. As we will see in more detail in Chapter 3, NICs that demultiplex packets still
place each packet in a separate buffer, even when software processes the packets in a queue
sequentially, which leads to poor cache performance. Moreover, NICs that could deliver data as
higher-level constructs, such as application-level messages or bytestreams, must break the data
back into packet-sized chunks, each with its own descriptor, consuming PCle bandwidth and
CPU cycles to process the extra metadata.

While we illustrate specialization to data formats using a NIC interface, other device in-
terfaces are specialized in the same way: storage devices transfer fixed-size blocks [143], dis-
play controllers consume fixed-size frames [76], and audio devices exchange fixed-size sample
buffers [73]. In each case, software allocates buffers sized for the expected data format, and the
device notifies software using the data format as a boundary.

2.2.2 Accelerator Interface and Specialization to Endpoints

Accelerators typically expose a command queue interface. We use QAT [86, 87], Intel’s cryp-
tography and compression accelerator, as an example, but other accelerators use a similar
model.

Interface

Like the packetized NIC, QAT coordinates using ring buffers in host memory and doorbell
registers, but it answers the three questions slightly differently. To determine where to place the
data, software does not post buffers ahead of time. Instead, each request that software writes
to a request ring buffer includes the addresses of the input and output buffers. To determine
when to access memory, QAT uses a separate response ring buffer. Software notifies QAT of
new requests through the doorbell, and QAT writes a response once the output is ready. To
determine what function to apply, each request points to a content descriptor that software sets
up in host memory for each session, holding the algorithm and the key to use.

Specialization

Note how the QAT interface specializes to communicate with the CPU. To determine where to
place the data, the interface assumes that the other endpoint exposes memory for the required
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data structures, and that it tells the device where to read the inputs and write the outputs. To
determine when to access memory, the interface assumes that the other endpoint tells the device
when it is safe to read the inputs and write the outputs, by writing requests to memory and
writing to the device’s doorbell. Finally, to determine what function to apply, the interface
assumes that the other endpoint tells the device which operation to perform, by setting up content
descriptors and building each request in QAT’s format. The CPU satisfies these assumptions
because it exposes large amounts of memory and is capable of running general-purpose software,
but most devices do not.

The interface is also specialized to QAT. Its use of content descriptors to specify algorithms
and keys, for instance, would not be useful for an ML accelerator. More generally, every device
defines its own interface, and software on the CPU needs a separate driver for each one. Even
two NICs that implement the same packetized design use different descriptor formats, ring
semantics, and registers [78, 117].

Some device classes have converged on cross-vendor standards, such as NVMe for stor-
age [141] and HDA for audio [73], which let devices from many vendors share a single interface.
But these standards are still specialized, since each applies to a single class of devices and still
assumes the CPU at the other end. As a result, letting two devices communicate directly requires
a separate implementation for each pair of devices.

Specializing for the CPU worked when devices communicated only with the CPU. But as
devices take on more of the computation, they increasingly benefit from communicating directly
with each other. For instance, we might consider connecting a NIC to the QAT accelerator,
allowing incoming data to be decrypted. Because both the QAT and the NIC interfaces expect
the CPU at the other end, the CPU must mediate every transfer. As we will see in more detail in
Chapter 4, CPU mediation adds interconnect round trips and forces data through host memory.
Allowing devices to communicate directly instead reduces device-to-device latency from 8.1 ps
to 1.4 ps and increases goodput from 51 Gbps to 119 Gbps.

2.3 Existing Techniques Keep Specialized Coordination

The need for devices to communicate using different data formats and with different endpoints
has produced a number of techniques that try to work around the limitations of today’s special-
ized interfaces. We examine the most prominent of them, RDMA (§ 2.3.1) and GPU-initiated
communication (§ 2.3.2), and show that they still rely on specialized coordination, which only
allows them to work in narrow settings.
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Figure 2.4: Example of an RDMA write operation. Software on Host 1’s CPU uses the RDMA
NIC’s specialized interface to initiate the RDMA write. The RDMA NIC on Host 1 then reads the
data using DMA reads and transfers the data to the RDMA NIC on Host 2. Upon receiving the
data, the RDMA NIC on Host 2 uses DMA writes to place the data in Host 2’s memory. Note how
RDMA allows one host to access another’s address space through arbitrary reads and writes.
This effectively pushes coordination to the application. It is the application’s responsibility to
decide where to place the data and when it is safe to access it.

2.3.1 RDMA

Remote Direct Memory Access (RDMA) [164] is a technique that allows a host to read and
write another host’s address space directly. Figure 2.4 illustrates how RDMA is implemented
using a pair of RDMA NICs: software on the CPU submits read and write transactions through
the RDMA NIC’s own specialized interface, the NIC forwards them to a peer RDMA NIC on
the remote host, and that NIC applies them to its local address space using DMA, returning a
response in the case of reads.

We now describe how one might consider using RDMA to work around the two forms of
specialization we discussed in § 2.2:

Data formats. One can use RDMA to carry data of any format. A write can send an arbitrary
number of bytes to an address at the remote host that the sender picks, so the sender can place
data of any size and layout in the remote host’s memory. The remote host registers the memory

region in advance, but it does not need to preallocate buffers sized for a particular unit of data.

But if RDMA can carry any data format, why is it not a solution? For the same reason PCle
by itself is not. RDMA extends the shared-memory abstraction described in § 2.1 across hosts,
but it does not implement a coordination layer. As a result, RDMA pushes coordination to the
application: systems built using RDMA implement their own specialized coordination layer in
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software, at both ends [45, 112, 120, 121, 196].2 Because each system defines its own coordination
layer, the two ends must also be built together: only peers with compatible coordination layers
can communicate. In practice, this couples the two endpoints, ruling out many important
networked applications (e.g., web servers and load balancers) and requiring endpoints to trust
each other (otherwise they risk breaking the established coordination mechanism). Finally,
RDMA is a NIC feature. Other devices still communicate through their own interfaces, and
RDMA does not help them avoid specialization to data formats.

Endpoints. RDMA does not change the endpoints that existing device interfaces are special-
ized for, but it can be used to move data from one device’s memory directly to the memory of
another device located in a different host. Nvidia’s GPUDirect RDMA [133] works this way:
an RDMA NIC reads data out of a GPU’s memory and transfers it to a remote RDMA NIC,
which writes it into the memory of a GPU on the remote host. This avoids a copy through host
memory, but it does not remove the CPU from the transfer. Software on the initiating host must
still submit every read and write transaction to its local RDMA NIC, and software at both ends
must still implement a coordination layer, deciding where data may be placed and when it is
safe to access it. The technique is also narrow. Because RDMA is implemented by NICs, it only
moves data between hosts, and two devices in the same host must still communicate through
the CPU. It also requires both devices to expose memory. GPUs do, but many devices expose no
addressable memory.

RDMA is not a device interface. It bridges interconnects of different hosts, carrying reads and
writes between two address spaces without supplying coordination, just as PCle does within a
single host. The device interfaces, including the one an RDMA NIC exposes, remain specialized.
RDMA therefore helps only when both endpoints are programmable, and only when they are
designed together, since each pair of endpoints must agree on the coordination mechanism.

2.3.2 GPU-Initiated Communication

Another way to allow devices to communicate directly is to have them initiate the transfer
without the CPU being involved. In the RDMA mechanisms of § 2.3.1, software running on the
CPU still needs to submit every transfer. A growing number of solutions have GPUs implement

RDMA also provides two-sided operations, which expose a message-passing abstraction and, as such, do
not require the application to implement coordination. However, the interface that RDMA NICs expose for them
resembles the packetized NIC interface we describe in § 2.2.1. It uses fixed-size buffers posted in advance and
couples completions with messages. The overheads of this interface are such that some systems opt for one-sided
operations, even when they need message-passing semantics [45].
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drivers, taking over the coordination layer that the CPU typically handles today. GPUs are
among the few devices that can replace the CPU side of the coordination because they expose
memory and are capable of general-purpose computation. For instance, to communicate directly
with a NIC, GPUs can use their exposed memory to hold a NIC’s ring and packet buffers. They
can also rely on their ability to run general-purpose computation to execute arbitrary drivers.

Solutions such as NVSHMEM [137] provide a GPU-to-GPU interface, letting a CUDA kernel
write data into the memory of another GPU without CPU mediation. Other solutions such
as GPUNetlIO [66, 134] provide a GPU-NIC interface, letting CUDA kernels drive the NIC’s
queues directly. Removing the CPU from the transfer improves performance substantially: for
small messages, GPU-initiated writes achieve up to 9.5x the throughput obtained with CPU
mediation [114].

While these solutions can dramatically improve performance, they have two limitations.
First, they work only when one of the endpoints can replace the CPU. NVSHMEM and GPUNe-
tIO rely on the GPU’s exposed memory and general-purpose programmability to move the
driver that implements the coordination layer from the CPU to the GPU. Most devices offer
neither. Second, they remain specialized to a specific pair of endpoints. NVSHMEM is spe-
cialized for communication between pairs of Nvidia GPUs, and GPUNetIO for communication
between an Nvidia GPU and an Nvidia NIC. Each unique pair of devices therefore needs its
own implementation, requiring ®(n?) implementations to support n different devices. This
scales worse than specializing all interfaces to communicate with the CPU, which requires only
©(n) implementations, one for each device. Consequently, direct peer-to-peer communication
remains restricted to the handful of device pairs in which at least one device can replace the
CPU and whose vendors can justify the implementation cost.

What existing techniques lack is a general-purpose coordination layer. A coordination layer that
depends on neither the data format nor the endpoints would let devices use the data format that
best fits their computation, and communicate directly with other devices without the overheads
of CPU mediation. We tackle these two sources of specialization in the next two chapters:
Enso (Chapter 3) introduces a device interface that removes the dependence on the data format,
and DCP (Chapter 4) introduces a protocol that removes the dependence on the endpoints.



Chapter 3

Generalizing Across Data Formats

This chapter addresses the first front of specialization for existing device interfaces: “what”
devices communicate. As we discussed in Chapter 1, interfaces specialized to a data format
rely on the format’s known granularity to implement coordination, which creates problems
when data deviates from the format. This is increasingly an issue for devices that perform
computation. The more flexible a device’s computation, the more freedom the device has to
produce and consume data in different formats.

NICs are a clear example of this problem: as link speeds outpaced CPU scaling, NICs absorbed
increasing amounts of computation. Network performance dictates application performance for
many of today’s distributed and cloud computing applications [98]. While growing application
demands have led to a rapid increase in link speeds from 100 Mbps [61] in 2003 to 100 Gbps in
2020 [201] and 200 Gbps in 2022 [118], a slowdown in CPU scaling has meant that applications
often cannot fully utilize these links. Consequently, recent changes to NICs and networked
software have focused on reducing the number of CPU cycles required for communication: NIC
offloads allow the NIC to perform common tasks (e.g., segmentation) previously implemented in
software; and more efficient network I/O libraries and interfaces, including DPDK and XDP, allow
applications to reduce processing in the network stack. Despite these changes, utilizing 100 Gbps
or 400 Gbps links is still challenging. We demonstrate that this is because of inefficiencies in how
software communicates with the NIC. While NICs and the software that communicates with
them have themselves changed significantly in the last decade, the NIC-to-software interface
has remained unchanged for decades.!

Most NICs currently provide an interface specialized for packets, where all communication
between software and the NIC requires sending (and receiving) a sequence of fixed-size buffers.
We refer to these buffers as packet buffers in this dissertation. Packet buffer size is dictated by

!Osiris [46], published in 1994, describes an interface that is nearly identical to the one adopted by many
modern NICs.
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software, and is usually chosen to be large enough to fit MTU-sized packets, e.g., Linux uses
1536-byte packet buffers (sk_buffs) and DPDK [43] uses 2 KB packet buffers (mbufs) by default.
We use the term packetized NIC interface to refer to any NIC-to-software interface that uses
packet buffers for communication. We observe that two changes in how NICs are used today
have led to an impedance mismatch with packetized interfaces.

First, many NIC offloads such as TCP Segmentation Offload (TSO) [44, 78], Large Receive
Offload (LRO) [36], serialization offloads [89, 159, 198], and transport offloads [10, 36, 52, 176]
take inputs (and produce outputs) that can span multiple packets and vary in size. In using these
offloads with a packetized interface, software must needlessly split (and recombine) data into
multiple packet buffers when communicating with the NIC.

Second, software logic for sending (and receiving) packets uses batches of multiple packets
to reduce I/O overheads. In the common case, NICs and software process packets in a batch
sequentially. However, packetized interfaces cannot ensure that packets in a batch are in
contiguous and sequential memory locations, reducing the effectiveness of several CPU and I/O
optimizations.

This mismatch between how modern NICs are used and what the packetized interface
provides causes three problems that affect application performance:

Packetized abstraction. While imposing fixed-size buffers works reasonably well when
software always needs to exchange MTU-sized packets, it becomes clumsy when used with
higher-level abstractions such as application-level messages (e.g., RPCs), bytestreams, or even
simpler offloads such as LRO. When using this interface, the NIC (or software) must split
messages that are larger than the packet buffer into multiple packet buffers. Applications then
need to deal with input that is split across multiple packet buffers. Doing so either requires
that they first copy data to a separate buffer, or that the application logic itself be designed
to deal with packetized data. Indeed, implementing any offload or abstraction that deals with
more than a single packet’s worth of data (e.g., transport protocols, such as TCP, that provide a
bytestream abstraction) in a NIC that implements the packetized interface requires copying data
from packet buffers to a stream. This additional copy can add significant overhead, negating
some of the benefits of such offloads [161, 200].

Poor cache interaction. Because the packetized interface forces incoming and outgoing
data to be scattered across memory, it limits the effectiveness of prefetchers and other CPU
optimizations that require predicting the next memory address that software will access—a
phenomenon that we refer to as chaotic memory access. As we show in § 3.7, chaotic memory
accesses can significantly degrade application performance, particularly for applications that
deal with small requests such as object caches [21, 116] and key-value stores [12, 107].

Metadata overhead. Since the packetized interface relies on per-packet metadata, it spends a
significant portion of the PCle bandwidth transferring metadata—as much as 39% of the available
bandwidth when using small messages. This causes applications that deal with small requests
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to be bottlenecked by PCle, which prevents them from scaling beyond a certain number of
cores. The use of per-packet metadata also contributes to an increase in the number of memory
accesses required for software to send and receive data, further reducing the cycles available for
the application. We observed scalability issues due to this PCIe bottleneck in our implementation
of Google’s Maglev Load Balancer [48].

In this chapter, we describe Enso, a new interface for NIC-application communication that
breaks from the lower-level concept of packets. Instead, Enso provides a streaming abstraction
that the NIC and applications can use to communicate arbitrary-sized chunks of data. Doing so
not only frees the NIC and application to use arbitrary data formats that are more suitable for
the functionality implemented by each one but also avoids the performance issues present in
the packetized interface. Because Enso makes no assumption about the data format itself, it can
be repurposed depending on the application and the offloads enabled on the NIC. For instance,
if the NIC is only responsible for multiplexing/demultiplexing, it can use Ens6 to deliver raw
packets; if the NIC is also aware of application-level messages, it can use Enso to deliver entire
messages and RPCs to the application; and if the NIC implements a transport protocol, such as
TCP, it can use Enso to communicate with the application using bytestreams.

To provide a streaming abstraction, Enso replaces ring buffers containing descriptors, used
by the current NIC interface, with a ring buffer containing data. The NIC and the software
communicate by appending data to these ring buffers. Enso treats buffers as opaque data, and
does not impose any requirements on their content, structure, or size, thus allowing them to be
used to transfer arbitrary data, whose size can be as large as the ring buffer itself. Enso also
significantly reduces PCle bandwidth overhead due to metadata, because it is able to aggregate
notifications for multiple chunks of data written to the same buffer. Finally, it enables better use
of the CPU prefetcher to mask memory latency, thus further improving application performance.

Although the insight behind this design is simple, it is challenging to implement in practice.
For example, CPU-NIC synchronization can easily lead to poor cache performance: any approach
where the NIC and CPU poll for changes at a particular memory location will lead to frequent
cache invalidation. Enso avoids this obstacle by relying on explicit notifications for CPU-NIC
synchronization. Unfortunately, explicit notifications require additional metadata to be sent
over the CPU-NIC interconnect, which can negate any benefits for interconnect bandwidth
utilization. Enso mitigates this overhead by sending notifications reactively. We discuss our
synchronization strategy in detail, as well as other challenges to the Enso design in § 3.3.

To understand its performance, we fully implement Ens6 using an FPGA-based SmartNIC.
We describe our hardware and software implementations in § 3.5 and how Enso can be used
depending on the functionality offered by the NIC in § 3.6. In § 3.7 we present our evaluation of
Ensd, including its use in four applications: the Maglev load balancer [48], a network telemetry
application based on NitroSketch [111], the MICA key-value store [107], and a log monitor
inspired by AWS CloudWatch Logs [15]. We also implemented a software packet generator
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that we use in most of the experiments.? We observe speedups of up to 6x relative to a DPDK
implementation for Maglev, and up to 1.47x for MICA with no hardware offloads.

Finally, while Ens6 is optimized for applications that process data in order, we show that
Enso also outperforms the existing packetized interface when used by applications that process
packets out of order (e.g., virtual switches), despite requiring an additional memory copy (§ 3.7.3).

3.1 Background and Motivation

The way software (either the kernel or applications using a kernel-bypass API) and the NIC
exchange data is defined by the interface that the NIC hardware exposes. Today, most NICs
expose a packetized NIC interface. This includes NICs from several companies including Ama-
zon [4], Broadcom [27], Intel [78], Marvell [115], and others. Indeed, prior work [156] found
that of the 44 NIC drivers included in DPDK, 40 use this interface. Due to its ubiquity, the
packetized NIC interface has dictated the API provided by nearly all high-performance network
libraries, including io_uring [38], DPDK [43] and netmap [166]. In this section, we describe the
packetized NIC interface and highlight some of the issues that it brings to high-performance
applications.

3.1.1 Packetized NIC Interface

A core design choice in the packetized NIC interface is to place every packet in a dedicated packet
buffer. The NIC and the software communicate by exchanging packet descriptors. Descriptors
hold metadata, including packet size, what processing the NIC should perform (e.g., update the
checksum or segment the packet), a flag bit, and a pointer to a separate packet buffer which holds
the actual packet data. Most packet processing software preallocates a fixed number of buffers
for packets; new packets (either generated by an application or incoming from the network) are
assigned to the next available buffer in the pool, which may not reside in memory anywhere
near the preceding or following packet. Because software does not know the size of incoming
packets beforehand, buffers are often sized so that they can accommodate MTU-sized packets
(e.g., 1536B in Linux and 2kB in DPDK).

Figure 3.1 shows an example of a packetized NIC interface being used to receive four packets
from a particular hardware queue on the NIC. The NIC queue is associated with a set of NIC
registers that can be used to control a receive (RX) descriptor ring buffer and a transmit (TX)
descriptor ring buffer. Before being able to receive packets, the software informs the NIC of the
addresses of multiple available buffers in its pool by enqueueing descriptors pointing to each
one in the RX descriptor ring buffer. The NIC can then use DMA to write the incoming packet

“Developing this software packet generator was a necessary first step in evaluating Enso because no existing
software packet generators could scale to the link rates we needed to stress test Enso.
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Figure 3.1: Data structures used to receive packets in a packetized NIC interface. Each packet
is placed in a separate buffer that can be arranged arbitrarily in memory.

data into the next available packet buffer and enqueue updated descriptors containing metadata
such as the packet size. Importantly, the NIC also sets a “flag” bit in the descriptor to signal
to the software that packets have arrived for this buffer. Observing a notification bit for the
descriptor under the head pointer, the software can then increment the head pointer.

A similar process takes place for transmission: the sending software assembles a set of
descriptors for packet buffers that are ready to be transmitted and copies the descriptors—but
not the packets themselves—into the TX ring buffer; the flag bit in the descriptor is now used to
signal that the NIC has transmitted (rather than received) a packet.

One of the major benefits of dedicating buffers for each packet is that multiplexing/demulti-
plexing can be done efficiently in software. If the software transmitting packets is the kernel, this
might mean associating each descriptor/packet pair with an appropriate socket; if the software
in use is a software switch [67, 154] this might mean steering the right packet to an appropriate
virtual machine. Either way, the cleverness of the packetized NIC interface in using dedicated
packet buffers shines here: rather than copying individual packets in the process of sorting
through inbound packets, the switching logic can deliver packet pointers to the appropriate
endpoints. These packets can then be processed and freed in arbitrary order.

The usage model for a modern high-performance software stack, however, looks very
different. Instead of one software entity (e.g., kernel, software switch) mediating access to the
NIC, there may be many threads or processes with direct NIC access (i.e., kernel bypass). High-
performance NIC ASICs expose multiple hardware queues (as many as thousands [78]) so that
each thread or process can transmit and receive data directly to the NIC without coordination
between them. The NIC then takes on all of the responsibilities of demultiplexing, using,
e.g., RSS [192], Intel’s Flow Director [78], or (for a very rich switching model) Microsoft’s
AccelNet [54]. In this setting, the multiplexing/demultiplexing capabilities of the packetized
NIC interface offer no additional value.
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3.1.2 Issues with a Packetized Interface

While many high-performance applications today gain little from a packetized interface, they
still need to pay for the overheads accompanying it. Shoehorning data communication between
the NIC and applications into fixed-sized chunks leads to inefficient use of CPU caches and
PCle bandwidth for small requests, as well as additional data copies due to fragmentation for
applications that rely on large messages or bytestreams.

In this section, we conduct microbenchmarks that isolate these issues, and in § 3.7, we also
show the impact that these issues have on real applications.

Chaotic Memory Access. We experiment with a simple DPDK-based ping/pong program (a
description of our testbed is in § 3.7) which receives a packet, increments a byte in the packet
payload, and re-transmits it. For this program, we observed maximum throughput of 40 Gbps
using a 100 Gb NIC (Intel E810) and a single 3.1 GHz CPU core. When we conduct a top-down
analysis [88], we see that the application is backend-bound, primarily due to L1 and L2 cache
misses. Figure 3.2a shows around 6% miss ratio for the L1d and a 55% miss ratio for the L2 cache.
This high cache miss ratio is a direct consequence of using per-packet buffers in the packetized
NIC interface. First, because packet buffers themselves are scattered in memory, reads and writes
to packet data evade any potential benefit from shared cache lines or prefetching.

Applications like key-value stores [12, 107] or packet processors [42] exhibit very high
spatio-temporal locality in their data access: they are designed to run to completion (i.e., they
continue working on a packet or batch until the work for that item is completed, leading to
repeated accesses to the same data), and they operate over incoming packets or batches in the
order in which they arrive (i.e., the current item being processed serves as an excellent predictor
of the next one). However, this structure is not realized in the memory layout of packetized
buffers, and hence to any cache optimizations, reads and writes appear unpredictable. Second,
because every packet is paired with a descriptor, the total amount of memory required to store all
of the data required for I/O increases, exacerbating last-level cache contention simply because more
data needs to be accessed.

Indeed, prior work [113, 186] has repeatedly demonstrated that the size of the working
set for packet processing applications often outgrows the amount of cache space dedicated to
DDIO [74], negating the benefits of this hardware optimization to bring I/O data directly into the
cache. As we discuss in detail in § 3.7.3, using a different NIC interface that facilitates sequential
memory accesses can drop the miss ratio from 6% to 0.2% for the L1d cache, and from 55% to 9%
for the L2 cache.

Metadata Bandwidth Overhead. We observe that the packetized NIC interface requires the
CPU and the NIC to exchange both descriptors and packet buffers. This leads to the second

3We note here that the aforementioned performance penalty arises in spite of the fact that DPDK performs
mbuf-level software prefetching.
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Figure 3.2: PCle bandwidth and cache misses for an application forwarding small packets with
a packetized NIC interface (E810).

problem with the packetized interface: up to 39% of the CPU to NIC interconnect bandwidth is
spent transferring descriptors (Figure 3.2b). While NIC-CPU interconnect line rates are typically
higher than network line rates, the gap between them is relatively narrow. This is particularly
problematic for small transfers as the PCle theoretical limit drops to only 85 Gbps with 64-byte
transfers [126]. We also expect this gap to remain small in the future as a state-of-the-art next
generation server with a 400 Gbps Ethernet connection and 512 Gbps of PCle 5.0 bandwidth
would still bottleneck with 39% of bandwidth wasted on metadata. This observation complements
recent studies that also point to the PCle as a source of congestion for transport protocols [3].

By pairing every packet with a separate descriptor, the packetized NIC interface was well
designed for a previous generation of high-throughput networked applications which needed to
implement multiplexing in software. However, for today’s high-performance applications, it
introduces unnecessary performance overheads.

3.2 Enso Overview

Enso is a new streaming interface for NIC-application communication. Enso’s design has three
primary goals: (1) flexibility, allowing it to be used for different classes of offloads operating at
different network layers and with different data sizes; (2) low software overhead, reducing the
number of cycles that applications need to spend on communication; and (3) hardware simplicity,
enabling practical implementations on commodity NICs.
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Figure 3.3: Steps to receive batches of messages in two Enso Pipes.

Enso is designed around the Enso Pipe, a new buffer abstraction that allows applications
and the NIC to exchange arbitrary chunks of data as if reading and writing to an unbounded
memory buffer. Different from the ring buffers employed by the packetized interface (which
hold descriptors to scattered packet buffers), an Enso Pipe is implemented as a data ring buffer
that contains the actual packet data.

3.2.1 High-Level Operation

In Figure 3.3 we show how an application, with two Enso Pipes, receives messages. Initially,
the Enso Pipes are empty, and the Headgy and Tailyjc point to the same location in the buffer
(D. When the NIC receives messages, it uses DMA to enqueue them in contiguous memory
owned by the Ensé Pipes (2). In the figure, the NIC enqueues two messages in Enso Pipe A’s
memory, and three in Enso Pipe B’s memory. The NIC informs the software about this by also
enqueuing two notifications (one for each Enso Pipe) in the notification buffer. The software uses
these notifications to advance Tailyjc and process the messages. Once the messages have been
processed, the software writes to a Memory-Mapped I/O (MMIO) register (advancing Headgy)
to notify the NIC—allowing the memory to be reused by later messages (3). Sending messages
is symmetric, except for the last step: the NIC notifies the software that messages have been
transmitted by overwriting the notification that the CPU used to inform the NIC that a message
was available to be transmitted.

3.2.2 Enso Pipe’s Flexibility

Although Figure 3.3 shows the steps to send messages, because Enso Pipes are opaque, they can
be used to transmit arbitrary chunks of data. These can be raw packets, messages composed of
multiple MTU-sized packets, or even an unbounded bytestream. The format of the data is dictated
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by the application and the offloads running on the NIC. Moreover, Enso Pipes’ opaqueness
means that they can be mapped to any pinned memory within the application’s memory space.
Thus, by mapping both the RX and TX Ens6 Pipes to the same region, network functions and
other forwarding applications can avoid copying packets. In our evaluation (§ 3.7) we use this
approach when implementing Maglev and a Network Telemetry application.

3.2.3 Performance Advantages of an Enso Pipe

The fact that data can be placed back-to-back inside an Enso Pipe addresses both of the perfor-
mance challenges we listed previously: First, Enso Pipes allow applications to read and write
I/0O data sequentially, thus avoiding chaotic memory accesses. Second, as shown in Figure 3.3,
inlining data in an Enso Pipe removes the need for per-packet descriptors, thus reducing the
amount of metadata exchanged over the PCle bus, and reducing cycles spent managing (i.e.,
allocating and freeing) packet buffers.

3.2.4 Challenges

Although implementing a ring buffer for data transfer is, on its own, a simple idea, coordinating
the notifications between the CPU and the NIC to update head and tail pointers turns out to be
challenging.

Efficient coordination. The packetized interface coordinates incoming and outgoing packets
by “piggybacking” notifications in the descriptor queue itself. Each descriptor includes a “flag
bit” that can be used to signal when the descriptor is valid. Software polls the next descriptor’s
flag bit to check if a new packet arrived. We cannot use the same strategy for Enso Pipes as they
do not assume a format for the data in the buffer, and hence cannot embed control signals in it.
In § 3.3.1, we discuss how naive approaches to notification can stress worst-case performance
of MMIO and DMA. In particular, concurrent accesses to the same memory address can create
cache contention between the CPU and the NIC. Ensé uses dedicated notification buffers to
synchronize updates to head and tail pointers; when combined with batching and multiqueue
processing, the notification buffer approach reduces the threat of cache contention.

Notification pacing. Enso Pipes are designed so that notifications for multiple packets can be
combined, reducing the amount of metadata transferred between the CPU and the NIC. However,
it is still important to decide when to send notifications: when sent too frequently they waste
PCle bandwidth and add software overheads, but if sent too infrequently the core might be idle
waiting for notification, thus reducing throughput. Enso includes two mechanisms, reactive
notifications and notification prefetching (§ 3.3.2), that control when notifications are sent. These
mechanisms are naturally adaptive, i.e., they minimize the number of notifications sent without
limiting throughput, and can be implemented without adding hardware complexity.
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Low hardware complexity and state. Because the design of Enso involves both hardware
and software, we must be careful to not pay for software simplicity with hardware complexity.
Enso6 favors coordination mechanisms that require little NIC state. We aim for a design that is
simple and easily parallelized. We present Ens6’s hardware design in § 3.5.

3.2.5 Target Applications

Enso implements a streaming interface that is optimized for cases where software processes
received data in order. Our evaluation (§ 3.7) shows that this covers a wide range of network-
intensive applications.

One might expect that the resulting design is ill-suited for applications that need to multiplex
and demultiplex packets (e.g., virtual switches like Open vSwitch [154] and BESS [67]), as
such applications require additional copies with Enso.* However, perhaps surprisingly, Enso
outperforms the packetized interface even when it requires such additional copies. As we show
in § 3.7.3, when comparing the performance of an application that uses Enso and copies each
packet, to a similar DPDK-based application that does not copy packets, using a CAIDA trace [30]
(average packet size of 462 B), we find that Ensd’s throughput is still 28% higher than DPDK’s
(92.6 Gbps vs. 72.6 Gbps). We discuss how Enso can be used depending on the applications and
the functionality offered by the NIC in § 3.6.

3.3 Efhicient Notifications

The key challenges in Enso arise from efficiently coordinating Enso Pipes between the CPU and
the NIC. In this section, we describe how Enso efficiently coordinates pipes using notifications
(§ 3.3.1) and how it paces such notifications (§ 3.3.2).

3.3.1 Efficient Enso Pipe Coordination

Recall from Figure 3.3 that the software and the NIC coordinate access to RX Enso Pipes using
Headgy and Tailygc and to TX Enso Pipes using Headyyc and Tailgy. How should software and
the NIC communicate pointer updates?

In the descriptor ring buffers employed by the packetized NIC interface, software communi-
cates pointer updates to the NIC using MMIO writes, and the NIC communicates pointer updates
via inline signaling in the descriptor buffer itself [50, 78], avoiding the overheads of MMIO reads.
Because the descriptor’s format is defined by the NIC, the NIC can dedicate a “flag signal” in

*Note that this overhead only affects applications that multiplex/demultiplex packets, and does not apply to
software, e.g., TCP stacks, that processes packet data but might need to reorder packets. This is because reordering
packet data (rather than whole packets) requires a memory copy when using either interface.
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Figure 3.4: Notification buffer being used to notify the arrival of three chunks of data in an RX
Enso Pipe. Notifications contain the latest Tailyjc for a given Enso Pipe as well as a flag signal.

every descriptor to signal that the descriptor is valid. Software can then poll the next descriptor
until its flag becomes valid. This way, there is no need for the NIC to explicitly tell software of
pointer updates. Unfortunately, we cannot use this approach for Ensd. While Ensd Pipes can
still use MMIO writes for pointer updates from software, we cannot embed inline signaling in
the Enso Pipe itself since we do not impose any structure on the data.

We considered several design options to communicate pointer updates. We focus on one
illuminating rejected design here: sharing an address in main memory between the NIC and
software. With each Enso Pipe, we might have a dedicated address in memory where the
NIC writes the latest Tailyjc. The software can then poll this address to determine the latest
value. Unfortunately, this approach leads to contention because every time the NIC writes to
memory, the cache entry on the CPU is invalidated. If software continues to poll the same
cache line, the resulting contention reduces throughput by orders of magnitude: we measured
a throughput below 5 Gbps when using small transfers with this approach. We discuss other
rejected approaches in § 3.4.

Notification Buffer

Enso uses a notification buffer to communicate pointer updates. Although the structure of the
notification buffer on its own does not solve the cache contention challenge, when combined
with batched notifications and when it is used to aggregate notification updates to/from multiple
Enso Pipes, this approach prevents the CPU from busy waiting on the shared cache line and
hence avoids contention-induced slowdowns.

Figure 3.4 shows an RX Enso Pipe with its corresponding notification buffer. It shows how a
single notification indicates the presence of multiple sequential chunks of data at the same time;
we discuss how notifications are “batched” or coalesced in § 3.3.2. Notifications contain the
latest Tailyjc for a given RX Enso Pipe as well as a flag signal that software can use to check if
the next notification is ready to be consumed. As is done typically with descriptor ring buffers,
software advances the NotificationHeadgyy using an MMIO write after consuming a notification.
Like an RX Enso Pipe, a TX Enso Pipe also uses a separate notification buffer to synchronize
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pointer updates. But software enqueues new notifications when it wants to transmit a chunk of
data and the NIC overwrites the transmission notification with a completion notification once it
is done transmitting the corresponding batch. Completions flip a flag signal, so that software
can check if the following cache line corresponds to a completion or a pending TX notification.

Multiplexing and Scaling

We now briefly discuss how to multiplex and scale Ens6 across different dimensions.

Within a single thread. To let a single thread efficiently access multiple Enso Pipes, we
associate multiple Enso Pipes with the same notification buffer. To accomplish this, notifications
include an Enso Pipe ID alongside the Tailyjc and the flag signal that we discussed before. As a
result, software can probe a single notification buffer to retrieve updates from multiple Enso
Pipes. This avoids the known scalability issues from needing to poll multiple queues [119, 173].

Among multiple threads. To let multiple threads send and receive data independently,
Enso supports multiple notification buffers. Each thread can use a dedicated notification buffer,
avoiding costly synchronization primitives. When setting up a new Enso Pipe, software tells
the NIC which notification buffer is associated with it. Therefore, the NIC knows to which
notification buffer to send a notification.

Among multiple applications. In addition to using independent notification buffers, Enso
ensures that applications only have access to their own subset of Enso Pipes and notification
buffers. Each queue’s MMIO pointer register pair is kept in its own dedicated page-aligned block
of memory [46]. This lets the kernel map the pointer registers at a per-queue granularity to the
address space of the application that requested it.

Notifications: Contention and Overhead

Allowing multiple Enso Pipes to share the same notification queue (§ 3.3.1), and having notifica-
tions arrive only for larger batches of data (§ 3.3.2) naturally prevents contention by keeping the
NIC ahead of the CPU in updating the notification buffer, and also reduces the PCle overhead
of communicating these notifications. As the CPU reads in data for one Ens6 Pipe, the NIC is
writing new entries for subsequent Enso Pipes. Because the CPU is processing larger batches of
data, it is busier for longer before it needs to check the notification buffer. Hence, as line rates
go up, the two are unlikely to be accessing the same cache line simultaneously.

3.3.2 Pacing Notifications

As mentioned above, Enso batches notifications aiming to reduce metadata bandwidth consump-
tion and to keep CPUs busy processing data, rather than waiting for notifications. Using the
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func onPktArrival () func onRxUpdate(Headgy,)
if status = 0 then if Headgy, = Tailyj- then
notify (Tailyyc) ‘ status < 0
status < 1 else

‘ notify (Tailyyc)

Figure 3.5: Reactive notification mechanism for an Enso Pipe. It only sends notifications
when new data arrives and status = 0, or if software updates Headgy and it is different
from Tailyyc.

wrong batch size, however, is problematic: a system that uses batch sizes that are too small
would unnecessarily transmit extra metadata, and a system that uses batch sizes that are too
large might unnecessarily inflate latency. Ideally, the NIC could keep track of how frequently
software is consuming notifications and try to send a notification right before software needs
the next one, with all the data that have arrived since the last software read. Enso approximates
this ideal approach but without the impossibility of perfectly predicting when the next read is
coming.

Instead of trying to predict when to send the next notification, Enso lets software dictate
the pace of notifications by sending notifications reactively. It leverages the fact that the NIC is
already aware of when the software is consuming data, as the NIC is notified whenever software
updates Headgyy through MMIO writes. Therefore, the NIC can send notifications in response to
these updates. Specifically, we allow the actual NIC tail pointer (Tailyc) to diverge temporarily
from what is observed from software via the notification buffer. Enso suppresses updates to
Tailypc until the NIC sees an update to Headgy. Our implementation uses a single status bit for
every Enso Pipe, initialized to ‘0’, which indicates if the buffer has data.

Operation. Figure 3.5 summarizes the reactive notification mechanism. Whenever data arrive
at an RX Enso Pipe (onPktArrival), we check the status bit, only sending a notification if status =
0 (indicating that the buffer is empty). We also potentially send notifications whenever software
updates Headgyy (onRxUpdate). If the new Headgyy is the same as Tailyyc, it means that the
buffer is now empty and we can reset the status back to ‘0’ without sending a new notification.
Otherwise, it indicates that software is unaware of some of the latest data in the buffer, which
triggers a new notification.

Discussion. Reactive notifications cause the notification rate to naturally adapt to the rate at
which software is consuming data, as well as how fast incoming data is arriving. When software
is slow to consume data from a particular Enso Pipe, bytes accumulate and the NIC sends fewer
notifications for that Enso Pipe. When software is fast to consume data, it advances the Headgy
pointer more often, causing the NIC to send frequent notifications.

Reactive notifications ensure that every piece of data is notified, but as we will see in § 3.7.3,
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they can impose a small latency overhead. This overhead occurs if packet arrivals are known
to the NIC but have not yet been communicated in the notification buffer. In this case, when
Headgyy reaches Tailyyc, software has to wait for a PCle RTT before it is notified of the waiting
packets. While an extra PCle RTT is unlikely to be an issue for Internet-facing applications, it
might be an issue for some latency-sensitive applications [19].

Notification prefetching. To improve latency for latency-sensitive applications, Enso also
implements a notification prefetching mechanism. Notification prefetching allows software to
explicitly request a new notification to the NIC. Applications can use notification prefetching
either explicitly, by calling a function to prefetch notifications for a given Ensé Pipe, or trans-
parently, by compiling the Enso library in low-latency mode. When compiled in low-latency
mode, the library always prefetches notifications for the next Enso Pipe before returning data
for the current one. We evaluate the impact of using notification prefetching in § 3.7.3.

3.4 Rejected Designs for Pointer Updates

Before concluding the design, we describe some of the designs we considered for communicating
pointer updates from the NIC to software. While these designs might seem to suit our needs
at first, we ultimately discarded them since they perform poorly due to architectural details of
PClIe or the CPU. We first describe these constraints and then explain why they ultimately led
us to discard three different pointer update designs.

The performance constraints we found are primarily based on architectural details of PCle-
based communicating between the processor and the NIC either via Direct Memory Access
(DMA) to host memory or Memory-Mapped I/O (MMIO) to device registers [83]. They can be
summarized in the following guidelines:

1. Avoid partial DMA writes. Writes that are less than a cache line (64 bytes) or writes that
are not cache line aligned reduce performance as the CPU needs to fetch the remaining
cache line before it can commit the write. Writing multiple cache lines further amortizes
PCle overheads [126].

2. Avoid repeated DMA accesses to the same cache line. Repeatedly accessing (read
or write) the same cache line causes serialization which prevents effective use of CPU
pipeline slots [83]. Subsequent DMA accesses should go to different cache lines.

3. Avoid cache line contention. DMA writes to a cache line present in a core’s L1d cache
require a slow ownership transfer [194]. The interface should avoid having software and
the NIC frequently requesting ownership to the same cache line.

4. Avoid MMIO reads. Software-issued MMIO reads cannot be served from the cache. The
CPU core will stall until the read request is sent and the response is received from the
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NIC (two PCle transfers). Additionally, PCle serializes MMIO reads, further reducing
performance.

The above guidelines led us to discard three different pointer update designs, that looked
simple at first but that failed to comply with some of those.

3.4.1 Rejected Design #1: MMIO Synchronization

The simplest design would be for the NIC to update the pointer values to its internal memory
and make software periodically issue an MMIO read to fetch the latest value. Unfortunately,
software-issued MMIO reads cannot be served from the cache, causing the CPU core to stall
until the read request is sent and the response is received (two PCle transfers). Additionally,
PCle serializes MMIO reads, further reducing performance.

3.4.2 Rejected Design #2: Shared Memory Synchronization

A second simple alternative would be to dedicate an address in host memory to hold the pointer
value. The NIC can issue a DMA write whenever it needs to update the pointer value. Software
can then periodically poll the same address to figure out if the NIC advanced the pointer. The
issue with this design is that it makes the software and the NIC contend for the same cache line,
which requires a slow ownership transfer whenever the NIC or the CPU access the cache line.
To verify this, we implemented this design and obtained a throughput of less than 5 Gbps when
enqueueing 64-byte packets using the same setup as described in § 3.7.

3.4.3 Rejected Design #3: Inline Synchronization

The last discarded design is motivated by traditional NIC descriptor ring buffers which contain
constant-sized descriptors with metadata in a format defined by the NIC. These designs designate
a bit of the descriptor as a “flag bit” [50, 78]. Initially, all the descriptor slots in the buffer have
their flag bit zeroed. Whenever the NIC DMA writes a new descriptor to host memory, it
overwrites the old ‘0’ flag with a ‘1’ flag. To figure out if a new descriptor is ready to be
consumed, software simply needs to check if the next slot’s flag is set. After consuming a
descriptor, software sets the flag back to ‘0. Because many descriptors are likely to be present in
the buffer, this reduces the chance that software and the NIC will contend for the same cache
line.

Since Enso Pipes are opaque, implementing the same strategy used in the descriptor ring
buffer is impossible. Even if we zeroed the entire buffer after the data is consumed, we do not
know what data to expect in the buffer—the next incoming data might also be zero. Therefore we
tested an alternative design: we picked a 128-bit random cookie, to make the chance of collision
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with incoming data negligible and placed it at the beginning of every cache line of the Enso Pipe.
Software now only needs to check if the next 128 bits match the cookie. Unfortunately, filling
the buffer with cookies whenever the data is consumed imposes considerable overhead. For this
reason, this design worked well for small data transfers but poorly when using large chunks of
data. This design also prevents software from detecting unaligned writes.

3.5 Enso Implementation

Our Enso6 implementation consists of three pieces: a userspace library, a kernel module, and a
NIC hardware that implements Ensd. We implement the library and kernel module on Linux
in about 9k lines of C and C++17. Our hardware implementation uses about 10k lines of
SystemVerilog, excluding tests and auto-generated IPs. Our hardware implementation targets
an FPGA SmartNIC but the same design could also be implemented in an ASIC.

3.5.1 Software Implementation

Applications use a library call to request notification buffers and Enso Pipes. Typically, appli-
cations will request a notification buffer for each thread but may use multiple Enso Pipes per
thread, depending on their needs. The library sends requests for new Enso Pipes and notification
buffers to the kernel, which checks permissions, allocates them on the NIC, and then maps them
into application space. Enso Pipes are typically allocated in pairs of RX and TX Enso Pipe but
may also be allocated as unified RX/TX Enso Pipes. Unified RX/TX Enso Pipes map the RX
and TX buffer to the same memory region, which is useful for applications that modify data in
place and send them back, e.g., network functions. In contrast, separate Enso Pipes map the
RX and TX buffers to the different memory regions and are useful for typical request-response
applications.

To ensure a consistent abstraction of unbounded Enso Pipes we must also deal with corner
cases that arise when data wrap around the buffer limit. To prevent breaking received data
that wrap around, we map the same Enso Pipe’s physical address twice in the application’s
virtual memory address space. This means that, to the application, the buffer appears to be
twice its actual size, with the second half always mirroring the first one. The application can
then consume up to the full size of the buffer of data at once, regardless of where in the buffer
the current Headgyy is. To transmit data that wrap around the buffer limit, the library checks if
the transfer goes around the Enso Pipe boundary and automatically partitions it into several
transfers, each of which is smaller than the overall buffer size.
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Figure 3.6: NIC RX Datapath.

3.5.2 Hardware Implementation

We now describe key RX and TX hardware modules.

RX Datapath

Figure 3.6 illustrates the RX datapath. It receives as input data and metadata, which includes
the Enso Pipe ID and the size of the corresponding data that is being enqueued. Metadata is
handled separately from the data, which allows for smaller queues between modules. The RX
datapath is composed of the following modules:

RX Enso Pipe Managers. The Enso Pipe managers are responsible for keeping Enso Pipe state
such as the buffer’s physical address, Headgyy, Tailyjc, notification buffer ID, and notification
status bit. When metadata arrive for Enso Pipe i, the manager checks for sufficient space in i and
advances i’s Tailyjc. The manager also determines whether to trigger a notification according
to the reactive notification strategy (§ 3.3.2). To trigger a notification, the manager includes
the notification buffer ID and sets a bit in the metadata that is sent to the Notification Buffer
Manager.

We use multiple Enso Pipe Managers for two reasons. First, it enables flow-level parallelism.
Each manager requires two cycles to process each metadata, achieving a request rate of 125 Mpps
at a 250 MHz clock. To achieve 100 Gbps line rate (148.8 Mpps) we thus need at least two
managers. Second, multiple managers enable scaling to high Enso Pipe counts. We split the
state for different Enso Pipes among different managers, allowing the logic to be closer to the
memory that it needs to access. We configure the number of Ensd Pipe Managers at synthesis
time with a default of 16, which allows the design to meet timing for up to 16k Enso Pipes.

RX Notification Buffer Manager. This module issues notifications when needed. It spends
one cycle for every request and an extra cycle for those that require a notification. If we can
suppress notifications for at least 20% of requests, we only need a single notification manager at
a 250 MHz clock. A single notification manager is also sufficient since we use fewer notification
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Figure 3.7: NIC TX Datapath.

buffers than Enso Pipes, e.g., one notification buffer per CPU core. Our implementation defaults
to 128 notification buffers but also meets timing with 1024.

DMA Engine. This module uses DMA to write data and notifications to the correct address
in host memory based on the metadata computed by the upstream modules.

TX Datapath and Configuration Path

The TX datapath (Figure 3.7) is composed of:

TX Notification Buffer Manager. This module keeps state for all TX notification buffers.
When software enqueues a new TX notification and advances NotificationTailgy using an MMIO
write, the manager requests a DMA read to fetch the notification from memory. The read request
is sent to the DMA Engine, which enqueues the DMA read response to the Notification FIFO.
The manager can then consume the notifications, allowing it to request DMA reads for the actual
data inside an Enso Pipe. It also sends information about each data request to the Completion
Monitor module.

Completion Monitor. When the data requested by the TX Notification Buffer Manager arrive,
the DMA Engine enqueues them to the Data FIFO. The Completion Monitor consumes the data
and keeps track of the number of bytes pending in each request using information that it received
from the TX Notification Buffer Manager. When the request completes, the Completion Monitor
sends a TX completion notification to the DMA Engine that writes it to host memory. It can
then output the data and the metadata, containing the Enso6 Pipe ID and size, to downstream
modules on the NIC.

Configurator. Configuration notifications are enqueued to the Configuration FIFO instead of
the Notification FIFO. These are consumed by the Configurator, which directs the configuration
to the appropriate module on the NIC. For instance, when the kernel sets a new Enso Pipe, it
inserts an entry in the NIC Flow Table to direct a set of packets to it.
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3.6 Using Enso

Enso provides a zero-copy streaming abstraction that the NIC and applications can use to
exchange data. Thus far, we have shown how this abstraction can be efficiently implemented.
We now discuss how Enso should be used.

How one uses Enso depends on how features are split between hardware and software. We
consider three settings: (1) Traditional NICs which implement simple offloads, such as checksum
and RSS [192], and rely on software implementation for the rest. These can use Ensé Pipes to
deliver raw packets to/from a network stack implemented in software. (2) NICs that implement
transport offloads [22, 36, 176, 178] in hardware. These can deliver application-level messages
or reassembled bytestreams through the Enso Pipes. And finally, (3) NICs that implement
application logic [85, 100], which can use Enso Pipes to exchange application data. We elaborate
on each of these settings below.

Traditional NICs. For traditional NICs that perform simple offloads such as checksum and
segmentation, using Enso is not significantly different than using a packetized interface. In
both cases, the network stack is implemented in software and only needs to be changed to
use Enso Pipes. Enso is designed to support several Enso Pipes, and for most applications this
change does not induce any additional software overheads. Furthermore, high-performance
packet processing applications that process packets in order, as is the case for most network
functions [156] and applications that use UDP, can consume and transmit raw packets through
an Enso Pipe without copies.

However, applications such as virtual switches [67, 154], that multiplex and demultiplex
packets (but do not perform reassembly or other functions that require re-ordering packets,
where both interfaces require copies), need to perform an additional copy when forwarding
packets to their destination. As we show in § 3.7.3, Enso’s performance advantages can outweigh
the cost of copies even for such applications.

NICs with transport offload. NICs that implement message-based transports (e.g., SCTP,
Homa [122]) or streaming-based transports (e.g., TCP) may also choose to use Enso Pipes to
deliver messages or reassembled bytestreams directly to the application without copies.

NICs with application logic. NICs that implement application-layer protocols or include
part of the application logic may use Enso Pipes to exchange application-level messages with
applications. For instance, a NIC that is aware of both TCP and HTTP may deliver incoming
HTTP requests back to back to a web server, effectively converting the application to a run-to-
completion model.
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3.7 Evaluation

We now evaluate our design decisions using microbenchmarks, and then use four real-world
applications to show how Enso improves end-to-end performance.

3.7.1 Setup and Methodology

Device Under Test (DUT). We synthesize and run the Enso NIC on an Intel Stratix 10 MX
FPGA NIC [77] with 100 Gb Ethernet and a PCle 3.0 x16 interface. Most of the NIC design runs
at 250 MHz. Our baseline uses an Intel E810 NIC [80] with 100 Gb Ethernet and a PCle 4.0 x16
interface, and uses DPDK to minimize software overheads. All our experiments are run on a
server with an Intel Core 19-9960X CPU [82] with 16 cores running at 3.1 GHz base frequency,
22 MB of LLC, and PCle 3.0. We disable dynamic frequency scaling, hyper-threading, power
management features (C-states and P-states), and isolate CPU cores from the scheduler.

Packet generator. The packet generator machine is equipped with an Intel Core i7-7820X
CPU [81] with 8 cores running at 3.6 GHz base frequency, 11 MB of LLC, and PCle 3.0. It includes
another Stratix 10 MX FPGA connected back to back to the E810 and the FPGA on the DUT
machine.

We found that existing high-performance packet generators such as DPDK Pktgen [197]
and Moongen [49] are unable to keep up with Ensd’s packet rate because their performance is
limited by the packetized NIC interface. We thus implement EnsoGen, a packet generator based
on Enso. EnsoGen generates packets from a pcap file, and can send and receive arbitrary-sized
packets at 100 Gbps line rate using a single CPU core. We describe EnsoGen in more detail in
§ 3.7.2. We use EnsoGen in all experiments except for MICA, where we send requests from a
MICA client (§ 3.7.4).

Methodology. We measure zero-loss throughput as defined in RFC 2544 [24, 123] with a
precision of 0.1 Gbps. We report median throughput and error bars for one standard deviation
from ten repetitions. We measure latency by implementing hardware timestamping on the
FPGA, which achieves 5 ns precision for packet RTTs. EnsoGen keeps a histogram with the RTT
of every received packet, which we use to compute median and 99th percentile latencies. PCle
bandwidth measurements use PCM [41] and we obtain other CPU counters using perf [152]. To
evaluate MICA, we use the same methodology as the original paper [107] for consistency.

3.7.2 EnsoGen Packet Generator

EnsoGen is a software packet generator built on top of the Enso NIC interface that achieves
100 Gbps with a single core and arbitrary packet sizes. Here we briefly describe how it operates
and how we ensure that it is correct.
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Operation. At startup EnsoGen reads a user-supplied pcap file and allocates enough Enso
Pipes to be able to fit all its packets. At run time, EnsoGen simply needs to round-robing among
the preallocated Enso Pipes enqueueing a single notification in order to transmit the entire
2 MB buffer content. This makes it trivial for EnsoGen to saturate the link with very little CPU
overhead. Since transmission is cheap, EnsoGen spends most of its CPU cycles receiving packets.
It parses every incoming packet to track the number of bytes and packets received.

Simple offloads. We implemented hardware support for timestamping and rate limiting,
which helps EnsoGen achieve cycle-accurate precision while saving CPU cycles. These features
are also commonly offered in existing NICs [78, 132] and are leveraged by some software packet
generators [49]. When hardware timestamping is enabled, Ens6Gen keeps a histogram in host
memory with the RTT of every received packet with 5 ns granularity (the same precision as the
hardware timestamper, which operates at 200 MHz). To spread the load equally among the RX
Enso Pipes regardless of the workload, EnsoGen also configures the hardware to direct packets
to pipes in a round-robin fashion [167].

Correctness. We verified EnsoGen’s performance and rate-limiting capabilities using another
in-house packet generator fully implemented on an FPGA, as well as using software counters,
to ensure that the rate limited throughput always matches the specification.

3.7.3 Microbenchmarks

We start by using microbenchmarks to evaluate Ensd’s performance and the design decisions
we made.

Packet Rate

We start by measuring how fast Enso can process packets. We compare the performance of
an Enso-based echo server to that of a DPDK-based echo server. On receiving a packet, both
versions increment a value in each packet’s payload and then send the packet back out through
the same interface. We increment the payload value to ensure that all packets are brought into
the processing core’s L1d cache. For the Enso echo server, we use an RX/TX Ens6 Pipe, which
lets it echo packets without copies.

Figure 3.8 compares the packet rate for Enso and DPDK for different numbers of cores. Even
with a single core, Enso is bottlenecked by Ethernet, achieving 148.8 Mpps. In contrast, the E810
with DPDK achieves 59 Mpps with a single core and does not scale beyond two cores, where it
peaks at 88 Mpps. Beyond two cores, the experiments with the E810 are bottlenecked by PCle
bandwidth, which is insufficient for transferring packet data and descriptor metadata (§ 3.7.3).
As a result, the number of packets dropped by the E810 NIC increases as we increase the number
of cores, and the zero-loss throughput decreases beyond two cores.
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Figure 3.8: Raw packet rate. Enso is bottlenecked by Ethernet while the E810 does not scale
beyond two cores. The dashed line represents the 100 Gb Ethernet limit.

Packet Forwarding with Copies

As we discussed in § 3.2, Enso’s streaming interface targets applications that process received
data in order. With Enso, applications that multiplex and demultiplex data, such as virtual
switches [67, 154], need to copy packets to forward them to their destination. However, as we
will see next, Enso outperforms the E810 even in this scenario.

To quantify the overhead of multiplexing and demultiplexing data, we implement a simple
packet forwarding application that swaps MAC addresses and copies incoming packets to a
different TX Enso Pipe. We compare this application against an equivalent zero-copy DPDK
implementation. Figure 3.9 shows the throughput when forwarding packets of different sizes
using a single CPU core. Packet copies add overhead to Enso, which can no longer forward
64-byte packets at 100 Gbps (148.8 Mpps). However, Ensd’s throughput with 64-byte packets
(91.7 Gbps) is still more than 2x that achieved by the E810 with DPDK without copies (39.6 Gbps).
For other packet sizes, Enso achieves line rate. We also evaluate the throughput for the same
application when sending packets from a CAIDA trace [30]. For this trace Ensd’s throughput is
92.6 Gbps, compared to 72.6 Gbps for the E810 with DPDK without copies.

This result came as a surprise to us as our goal with Ensd was never to target multiplex-
ing/demultiplexing in software. It also puts into question the usefulness of a packetized interface,
as its overheads can be greater than those imposed by packet copies.

Next, we use more detailed microbenchmarks that help explain where Enso’s performance
improvement comes from.
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Figure 3.9: Throughput when forwarding packets between two queues. Enso outperforms
zero-copy E810 even when it needs to copy packets.

Enso Chaotic Enso E810
Throughput 100.0 Gbps 38.0 Gbps 41.1 Gbps
Rate 148.8 Mpps 56.5 Mpps 61.1 Mpps

L1d miss/total  22.8M/11,597M (0.2%) 557M/3,949M (14%) 1,357M/21,339M (6%)
L2 miss/total  2.1M/22.8M (9%) 382M/558M (68%)  747M/1,357M (55%)
LLC miss/total ~ 541/2.1M (0.03%)  348k/382M (0.09%)  9,086/747M (0.001%)

Table 3.1: Effect of chaotic memory accesses on throughput and cache misses. Results are the
average of 10 runs, each lasting 10s.

Effect of Chaotic Memory Accesses on Cache

We now show that placing messages sequentially in an Enso Pipe is important for Enso’s per-
formance. As we discussed previously, not using sequential buffers results in chaotic memory
accesses, which reduces the effectiveness of hardware prefetchers (e.g., streaming prefetcher [83]).
To evaluate this claim, we built a modified version of Ensd, which we call Chaotic Enso, that
changes the gaps in memory between subsequent messages. We compute the gap deterministi-
cally based on the message’s current position in an Enso Pipe, ensuring that we add no additional
software overhead when using Chaotic Enso.

We benchmarked Enso, Chaotic Enso, and the E810 NIC using a program that receives and
increments packets (but does not send them back). We measured zero-loss throughput, and
cache miss rates at this throughput.

We show the results in Table 3.1. Observe that Chaotic Enso achieves a lower throughput of
56.5 Mpps than even the E810. The number of cache misses reveals why: despite processing
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Figure 3.10: PCle bandwidth utilization for read (RD) and write (WR) transactions. The bars
represent the overall PCle bandwidth utilization, while the lines represent the goodput, i.e., the
amount of PCle bandwidth used to transmit packet data. Enso uses little PCle bandwidth for
metadata, causing it to achieve a higher goodput while consuming less overall PCle bandwidth.

fewer packets per second (and hence having fewer cache accesses), Chaotic Ensé has an order-
of-magnitude (557 million vs. 22.7 million) more L1d cache misses than Enso. This, in turn,
leads to an order of magnitude (558 million vs. 22.8 million) more accesses to L2 cache, thus
increasing packet processing overheads. We also observe that the E810 has more cache accesses
than either Enso or chaotic Enso, this is because it uses a descriptor per packet and thus requires
the application to read more data. Finally, we observed that LLC misses were rare in all three
configurations.

PCle Bandwidth

Next, we evaluate the importance of reducing packet metadata by eliminating descriptors. We
do so by measuring PCle bandwidth when using the echo server described in § 3.7.3 with 64-byte
packets. In what follows, PCle writes refer to DMA transfers from NIC to host memory, while
PCle reads refer to DMA transfers from the host memory to the NIC.

Unlike other microbenchmarks, we do not limit ourselves to zero-loss throughput for this
experiment, and instead send packets at line rate. This ensures that software overheads do
not limit observed PCle bandwidth, since drops due to queuing do not reduce throughput. We
measure PCle bandwidth and the rate at which the packet generator receives packets. We use
this to calculate the fraction of PCle bandwidth used for actual packet data (goodput).’

>The maximum goodput achievable with 64-byte packets and 100 Gb Ethernet is 76.19 Gbps, since Ethernet
adds 20 bytes of overhead per packet.
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We report the results in Figure 3.10, where we show both PCle goodput and total PCle
bandwidth for read (RD) and write (WR) directions. We draw four conclusions from it:

1. With one core, the E810 is CPU-bound, and the NIC drops incoming packets because of a
lack of buffers in host memory. This reduces goodput and PCle bandwidth utilization.

2. Beyond two cores, the E810 becomes PCle bound, and consumes up to 84.1 Gbps of PCle
read bandwidth. This is close to 85 Gbps, the theoretical limit for PCle Gen3 x16 with
64-byte transfers [126].

3. Even though the E810 has a lower goodput, it consumes more PCle bandwidth due to
metadata. This overhead accounts for up to 39% of the PCle read bandwidth. In contrast
Enso6’s metadata overhead remains below 1.2%.

4. Although barely noticeable in the plot, Enso’s PCle write bandwidth utilization increases
as we increase the number of cores: going up from 76.4 Gbps (one core) to 77.2 Gbps
(eight cores). This is because the NIC sends reactive notifications more frequently when
software consumes packets faster.

While newer PCle generations, including PCle Gen 4, have higher capacity and will no
longer be a bottleneck for 100 Gbps traffic, they will continue to be a problem for NICs that have
multiple 100 Gbps interfaces and for future 400 and 500 Gbps NICs. Even with PCle Gen 5 and a
400 Gbps NIC, the ratio of PCle to Ethernet bandwidth remains the same as in our setting with
PCIe Gen 3.

Reactive Notifications and Latency

As we discussed in § 3.3.2, Enso is able to reduce metadata overhead by sending notifications
reactively. We measure the impact reactive notifications have on throughput and latency, by
comparing Ensd’s performance (reactive) to that of a variant of Enso (per-packet) that sends a
notification for each packet. We again reuse the echo server from previous microbenchmarks
for this.

Figure 3.11 shows the RTT (50" and 99th percentiles) as we increase load for both cases.
While reactive notifications can sustain up to 100 Gbps of offered load, a design using per-packet
notifications can only sustain 50 Gbps. However, reactive notifications also add latency with
increased load.

We use notification prefetching to minimize latency under high loads.® When using notifica-
tion prefetching, the software explicitly sends the NIC a request for notifications pertaining to
the next Enso Pipe, while consuming data from the current Enso Pipe. This effectively doubles

By default Enso does not prefetch notifications. Latency-sensitive applications may enable notification
prefetching at compile time.
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Figure 3.11: RTT for different loads when using a notification per packet or reactive notifications
without notification prefetching.

the number of notifications that the NIC sends to software at a high rate but ensures that the
software does not need to wait for a PCle RTT before processing the next Enso Pipe.

Figure 3.12 shows the RTT with an increasing load for Enso with and without notification
prefetching and for an E810 NIC with DPDK. We observe that notification prefetching signifi-
cantly reduces Enso’s latency, and allows us to achieve latency comparable to the E810, while
still sustaining 100 Gbps.

Sensitivity Analysis

Finally, we use microbenchmarks to evaluate Ensd’s sensitivity to different configuration pa-
rameters:

Impact of the number of Enso Pipes. We measure the impact of increasing the number
of Enso Pipes by varying the number of active Enso Pipes, and using a workload where each
incoming packet goes to a different Enso Pipe. We partition Enso Pipes evenly across all cores.
Our results in Figure 3.13 show that (a) we need at least two Enso Pipes to achieve line rate,
since this allows us to mask notification latency; and (b) that throughput drops when a core
has more than 32 Enso Pipes, or eight cores have more than 512. Note that this is a pessimal
workload, and realistic workloads are likely to perform better even with many queues [60].

Impact of packet sizes and cores. In Figure 3.14 we measure the impact of varying packet
size and number of cores, and find that Enso can always sustain full line rate, regardless of
packet size and core count.
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Figure 3.13: Packet rate for different numbers of Enso Pipes and core counts. The dashed line
represents the 100 Gb Ethernet limit.

3.7.4 Application Benchmarks

We now evaluate how Ens6 impacts the performance of real applications. We ported four
different applications to use both DPDK and Enso. These applications represent three classes
of network-intensive applications (raw packets, message-based, and streaming) that we expect
to be used with Enso: Google’s Maglev Load Balancer [48], a network-telemetry application
based on NitroSketch [111], MICA Key Value Store [107], and a log monitor inspired by AWS
CloudWatch Logs [15]. To enable a fair comparison, we use the same processing logic for both
DPDK and Enso-based implementations, changing only the wrapper code used to send and
receive packets. Moreover, we only enable simple traditional offloads on the NIC, e.g., RSS, Flow
Director, and checksum, for both Ensoé and DPDK. We expect Enso to perform even better with
more offloads on the NIC (§ 3.6).
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Figure 3.14: Sensitivity analysis with different numbers of cores and packet sizes. Enso is
bottlenecked by 100 Gb Ethernet in all scenarios.

Maglev Load Balancer

We implemented Google’s Maglev load balancer [48] as follows. We replicate the consistent-
hashing algorithm proposed in the Maglev paper, caching recent flows in a flow table, as also
suggested in the paper. The load balancer ultimately determines a backend server for every
incoming packet, rewriting the packet’s destination IP to that of the chosen backend server. To
steer packets among different cores, we use a hash of the 5-tuple (RSS) in both systems. We
evaluate our implementation using two extreme types of workloads: one with only 16 flows,
which means that packets always hit the flow cache; and another with a SYN flood, which means
that packets always miss the flow cache. In both cases, we use small 64-byte packets as Maglev
is motivated by the need to load balance small requests [48, § 3.2]. For Enso, we use unified
RX/TX Enso Pipes to avoid copying the packet when forwarding it back.

Figure 3.15 shows the packet rate with both the E810 NIC using DPDK and Enso as we scale
the number of cores. With a single core and the cached workload, Enso achieves a packet rate
of 138 Mpps, approximately 6x the 23 Mpps achieved by the E810. With the SYN flood workload,
Enso achieves 79 Mpps, approximately 5x the 16 Mpps achieved by the E810.7 With four cores,
Ensd becomes bottlenecked by Ethernet for both workloads; and with eight cores, the DPDK
implementation becomes bottlenecked by PCle (§ 3.7.3).

"We note that DPDK’s packet rate of 16 Mpps with a single core is in fact a good packet rate for DPDK.
For instance, NetBricks’ Maglev implementation achieves 9.2 Mpps with a single core [146]. We attribute the
improvement in our DPDK numbers to NetBricks’ unoptimized implementation and our use of a newer CPU with
better single-thread performance.
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Figure 3.15: Packet rate for the Maglev load balancer under two types of workloads. The dashed
line is the 100 Gb Ethernet limit.

Network Telemetry

Sketching algorithms are popular primitives for many network telemetry tasks (e.g., heavy-
hitter detection, flow count estimation) because of their small memory footprint and theoretical
accuracy guarantees. NitroSketch [111] is a sketching framework that enables software sketches
to achieve high performance on commodity servers without sacrificing accuracy. To evaluate
this class of applications, we implemented a Count-Min Sketch (CMS) using the NitroSketch
framework and Enso. As in Maglev, we use unified RX/TX Enso Pipes.

We benchmarked our implementation using two workloads: 64B packets (emulating the
stress-test performed in [111]), and a busy period sampled from the 2016 CAIDA Equinix 10G
dataset [30], with an average packet size of 462B. With a single core, Enso sustains a zero-loss
throughput of 81.5 Gbps (121 Mpps), approximately 3.5x that achieved by the E810 (22.8 Gbps or
33.9 Mpps) on 64B packets. On the CAIDA trace, Ens6 achieves 94.9 Gbps, a 21% improvement
over the E810 (78.3 Gbps); the application remains compute-bound in this setting, but Enso
shrinks the fraction of time spent performing network I/O, which improves performance.

MICA Key-Value Store

MICA [107] is a state-of-the-art key-value (KV) store which is also a popular benchmark in
the literature [71, 96, 97, 102, 157, 183]. Different from Maglev and the Network Telemetry
application, that operate on raw packets and forward them back with modifications, MICA
represents a typical message-based application whose responses must be constructed separately
from the incoming request. Also different from these applications, latency is typically more
critical for key-value stores [19]. MICA also entails significantly more work per packet (in terms
of both compute and memory accesses) and is, therefore, less likely to become network-bound.
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Figure 3.16: MICA throughput with 8B keys and values.

For the following experiments, we set the size for both keys and values to 8B (corresponding
to the “tiny” configuration in [107]). We report results for operations skewed 50% towards
GET requests and with a uniform distribution of key popularity, but these generalize to other
configurations as well. We use the same throughput metric as described in [107] (tolerating
<1% loss at the NIC), and the same methodology for measuring end-to-end latency (the client
tags each request with an 8B timestamp, then computes latency based on the arrival time of the
corresponding response).

Figure 3.16 shows the steady-state throughput in millions of operations per second (Mops)
achieved by MICA for both E810 with DPDK and Enso for different numbers of cores. With
a single core, Ensd achieves 7.65 Mops, a 31% improvement over the E810.8 While this might
seem modest at first (compared to the 6x speedup on Maglev), note that MICA is significantly
more compute- and memory-intensive than Maglev. Thus, while DPDK adds considerable CPU
overhead, it corresponds to a smaller fraction of the overall compute time. With 2 and 4 cores,
we see throughput speedups of 33% and 23%, respectively. At 8 cores, the bottleneck moves to
a different part of the system (i.e., memory). We report numbers for the “tiny” configuration
since it represents a significant fraction of requests found in real workloads [12, 116], while also
being the most challenging workload for MICA. We also tested other configurations with larger
keys and values, obtaining up to 29% improvement for the “small” workload (16B keys and 64B
values) and up to 12% for the “large” workload (128B keys and 1024B values).

We also evaluate latency, plotting the average request latency as a function of the offered
load when using a server with a single core (Figure 3.17a) or four cores (Figure 3.17b). For both
configurations, we find that Enso outperforms the E810 in terms of both throughput and latency.

8For consistency, all the MICA experiments use the original, unmodified MICA client implemented with
DPDK. We observe even better performance when using a MICA client ported to Ensé (up to 47% improvement in
throughput).
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Figure 3.17: Mean RTT for MICA as a function of offered load.

With a single core, Enso reduces latency by up to 8 s (43% reduction) before the queues start to
build up and, with four cores, Enso reduces latency by up to 6 us (36% reduction).

Log Monitor

To understand Enso’s effect on streaming applications, we implemented a log monitor. The log
monitor is inspired by AWS CloudWatch Logs [15], which lets users centralize logs from different
hosts and craft queries to look for specific patterns and raise alarms. Like, AWS CloudWatch
Logs Insights [16], the log monitor also supports Hyperscan [195] to search for multiple regular
expressions. We use Hyperscan in streaming mode for both Ens6 and DPDK implementations.
To feed the system, we use MTU-sized packets, carrying system logs extracted from long-running
Linux hosts. We also configured the log monitor to look for regular expressions extracted from
Fail2ban [90]. We run experiments targeting each of the ten most popular applications supported
by Fail2ban according to the Debian package statistics [40].

Figure 3.18 shows the throughput we achieve when targeting each of the ten applications.
Performance is dictated primarily by the number and complexity of the regular expressions
that are required by each target. Enso’s throughput is higher across all targets but the gap is
more noticeable for those with simpler or fewer regular expressions, with almost double the
throughput when targeting postfix, selinux, or sieve. The reasons for Enso’s improvement
in performance are twofold: First, Hyperscan performs better when larger chunks of data are
handed to it at once. With Enso, we can invoke Hyperscan with large chunks of contiguous
logs delivered from the NIC but with DPDK we need to invoke Hyperscan for every DPDK mbuf.
Second, as demonstrated in § 3.7.3, Ens6’s memory access patterns are sequential, making better
use of the CPU prefetcher.
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Figure 3.18: Log monitor throughput for different target applications.

3.8 Related Work

We now discuss work that relates to Enso along three dimensions: Allowing applications to
directly access the NIC (§ 3.8.1), alternative NIC interfaces (§ 3.8.2), and proposals—in both
hardware (§ 3.8.3) and software (§ 3.8.4)—that address some of the performance issues that Enso
tackles but that are specialized to some application.

3.8.1 Direct Application Access

While giving applications direct access to the NIC has been a common theme of research for
more than three decades [20, 46, 51, 69, 101, 153, 166, 168, 185, 199, 200], most work accepts the
NIC interface as a given and instead look at how to optimize the software interface exposed to
applications. A notable exception is Application Device Channels [46], which gives control of
the NIC to the kernel while giving applications independent access to different queues. We take
inspiration from it in the way that we allow multiple applications to share the same NIC.

3.8.2 Alternative NIC Interfaces

There are also proposals that try to address some of the performance and abstraction issues that
we highlighted for the packetized interface.

In terms of performance, Nvidia MLX 5 NICs [44] provide a feature named Multi-Packet
Receive Queue (MPRQ) that can potentially reduce PCle RD bandwidth utilization with metadata
by allowing software to post multiple packet buffers at once. However, this is not enough to
completely avoid PCle bottlenecks as the NIC still needs to notify the arrival of every packet,
consuming PCle WR bandwidth. Another proposed change to the NIC interface is Batched
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RxList [158]. This design aggregates multiple packets in the same buffer as a way to allow
descriptor ring buffers to be shared more efficiently by multiple threads, which in turn could
help them avoid the leaky DMA problem [186].

In terms of abstraction, U-Net [193] and, more recently, NICA [52] allow the NIC to exchange
application-level messages directly. U-Net proposes a communication abstraction that resembles
part of what is now libibverbs (RDMA) [164] and NICA uses a similar mechanism named
“custom rings.” However, similar to the packetized interface, both U-Net and NICA use descriptors
and scattered buffers and, as such, inherit its performance limitations.

3.8.3 Application-Specific Hardware Optimizations

Prior work has optimized the NIC for specific applications. FlexNIC [100] quantifies the ben-
efits that custom NIC interfaces could have to different applications. NIQ [55] implements a
mechanism to reduce latency for minimum-sized packets by using MMIO writes to transmit
these packets. It also favors MMIO reads over DMA writes for notifying incoming packets.
NIQ’s reliance on MMIO means that it is mostly useful for applications that are willing to vastly
sacrifice throughput and CPU cycles to improve latency. nmNFV [157] stores packet payloads
on NIC memory, sending only the packet headers inlined inside descriptors, which is useful for
network functions that only need to modify the header. This is orthogonal to Ens6’s interface
changes and could also be used in conjunction with it.

3.8.4 Application-Specific Software Optimizations

Some proposals avoid part of the overheads of existing NICs with application-specific opti-
mizations in software. TinyNF [156] is a userspace driver optimized for network functions
(NFs). It relies on the fact that NFs typically retransmit the same packet after processing. It
keeps the set of buffers in the RX and TX descriptor rings fixed, reducing buffer management
overheads. eRPC [97] is an RPC framework that employs many RPC-specific optimizations. For
instance, it reduces transmission overheads by ignoring completion notifications from the NIC,
instead relying on RPC responses as a proxy for completions. FaRM [45] is a distributed memory
implementation. It uses one-sided RDMA to implement a message ring buffer data structure that
has some similarities to an Enso Pipe. However, different from an Enso Pipe, FaARM’s message
buffer is not opaque (enforcing a specific message scheme), must be exclusive to every sender,
and lacks a separate notification queue (requiring the receiver to fill the buffer with zeros and to
probe every buffer for new messages).
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3.9 Conclusion

Enso provides a new streaming abstraction for communication between software and NICs. It is
better suited to modern NICs with offloads and improves application throughput by up to 6x by
being more cache- and prefetch-friendly and by reducing the amount of metadata transferred
over the host interconnect. While this chapter focused on using Enso for NIC-to-software
communication, we believe that a similar approach might also apply to other I/O devices and
accelerators.

In the context of this dissertation, Enso establishes the first half of the thesis: a device
interface need not be specialized to a data format to be fast—removing the format assumption is
precisely what enabled the performance gains we measured. But Enso still inherits the second
source of specialization. It connects a device to the CPU and only to the CPU, and its coordination
leans on that fact: Enso Pipes reside in host memory, and the CPU remains one end of every
transfer. In the next chapter, we remove this last assumption and generalize “whom” devices
communicate with.



Chapter 4

Generalizing Across Endpoints

This chapter addresses the second front of specialization: “whom” devices communicate with.
The interfaces we have seen so far, including Enso in Chapter 3, are asymmetric. They place
data in host memory and rely on the CPU as the centralized coordinator. As we discussed in
Chapter 1, this asymmetry forces device-to-device communication through the CPU.

Increasingly, modern applications leverage functionality sharded across accelerators and
I/O devices within the server ecosystem: PCle-attached compute substrates such as GPUs,
NPUs, and FPGAs; task-specific accelerators like encryption/decryption engines (e.g., Intel
QAT); and high-performance I/O devices such as SmartNICs. Leveraging this heterogeneity and
the idiosyncratic strengths of these devices has enabled applications to move past immediate
compute bottlenecks in their datapaths.

Nonetheless, combining the benefits of multiple devices remains bottlenecked by the legacy
of CPU centrality. When, for example, a SmartNIC has data that must be decrypted by a
custom encryption accelerator, or raw image data must pass from a camera to a hardware video
encoder, the devices must still rely on the CPU for coordination. Per the traditional server model,
responsibility for all intra-host data transfer is delegated to the CPU: devices (e.g., NICs or GPUs)
connect to the CPU root complex via an intra-host network supported by an interconnect protocol
such as PCIe or CXL; the CPU then programs each device with information about memory
allocation (i.e., where data should be moved to and from, with either the source or destination
pointing to an address in host memory), and data movement (i.e., when the transfer should
occur).

As we will show in § 4.1, invoking the CPU to orchestrate data transfers can entail significant
performance overheads in terms of latency, throughput, and compute cycles. In effect, it puts
the CPU back on the critical path for every device, a problem reminiscent of the one that
special-purpose hardware was meant to address in the first place.

The persistence of CPU-as-intermediary is surprising in light of the fact that interconnect
protocols (e.g., PCle, CXL) have supported P2P communication since their inception. The problem,
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we argue, is that interconnect protocols alone make insufficient provisions for coordination between
devices regarding memory management or data movement.

In recent years, we have witnessed a proliferation of bespoke, closed-source solutions (e.g.,
GPUNetlIO [66, 134], GPUDirectRDMA [133]) ostensibly striving for the same set of goals in
bypassing the CPU in device-to-device transfers: reducing transfer latency and PCle congestion,
and avoiding wasted CPU cycles. Most of these protocols operate as a separate layer above the
existing interconnect protocol, bridging the gap between what protocols like PCle provide and
what is needed to carry out P2P transfers end to end. However, in their quest for performance,
these end-to-end protocols are highly specialized to operate between specific pairs of devices
(GPU-to-GPU, GPU-to-NIC, GPU-to-Disk, Disk-to-NIC). Not only does this artificially constrain
the set of devices that can coexist in the same server, but it also raises the barrier to entry for
new devices and accelerators.

In this chapter, we ask: Is there a general approach for coordinating memory allocation and
data movement atop the existing interconnect that scales with both the diversity and number of
devices, while still achieving close-to-optimal performance enabled by the physical fabric?

The key challenge in designing a general coordination scheme is that accelerators and I/O
devices express significant heterogeneity in memory and compute capabilities, and therefore have
mismatched expectations about the where and when of communication. Developing a unifying
approach means catering to this full spectrum of device capabilities.

Where should data be stored before and after transfer? Many simple devices expose
no BAR-accessible memory and instead receive pointers to host memory; they read in data,
operate over it, and write the result back out to host memory. Hence, the idea of “receiving” data
from another sender is an entirely alien concept. At the other extreme, GPUs expose gigabytes
of memory and can receive data directly written into memory via RDMA. This mismatch
complicates protocol design as the simpler devices are more closely tied to a shared memory
model, while the more sophisticated devices might be amenable to sockets or streams.

When should a sender transmit? Because most protocols are designed with the expectation
of a CPU-to-device communication pattern, the sender is expected to know when the receiving
device is busy versus idle. Devices explicitly send “completion” notifications once they are
done performing work, informing a sender (typically the CPU) that they are ready to receive
more data. In a general coordination scheme—as seen in collective computation clusters of
GPUs and ML accelerators [93, 110]—arbitrary devices may communicate with each other, even
simultaneously. So how can a sender know that the next device is available to receive data, or if
it is busy with work passed to it from another device?

We propose a general-purpose peer-to-peer Device Communication Protocol (DCP) centered
on a minimal and flexible interface called the Memory-Mapped Queue (MMQ). An MMQ is a
BAR-accessible memory region that, when written to, enqueues a request to transfer data to or
from a particular device. On the surface, MMQs might resemble the classic “doorbell” interface
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used by many accelerators. With doorbells, the CPU initiates an MMIO write to signal to the
device that data and instructions are available at a provided memory address; the device then
reacts to the doorbell by reading in the data and instructions to perform. With an MMQ, sending
devices use writes to directly enqueue requests for processing at the receiving device, and the
receiver, in turn, reacts. However, there are several key differences from the doorbell model.

First, instructions or code are bound to the MMQ when the MMQ is instantiated, not passed
with the request itself. This abstraction means that the receiving device invokes the same
functionality over all data passed via the same MMQ; the sending device only ever needs to
know which MMQ to send data to, but does not need to be aware of what instructions or code are
required at the receiver. As a consequence, devices do not need to be generally programmable and
install “drivers” in order to communicate with other devices. The MMQ design then minimally
standardizes what is needed to carry out data transfer. To perform data transfer, devices need to
coordinate the where and the when as discussed above.

Coordinating the where is challenging because the MMQ needs to enable transfers when both
sender and receiver have BAR-addressable memory, only one has such memory, or even when
neither supports memory. For small transfers that fit into a single interconnect frame, MMQs
support a pass-by-value transfer in which data is pushed directly into the MMQ itself. For larger
transfers, MMQs support a flexible pass-by-reference transfer where data can be transferred
via a pointer to memory in the sender’s address space, in the receiver’s address space, host
address space, or any other PCle-attached memory. The pass-by-reference model enables direct
device-to-device transfer when at least one of the sender and receiver has BAR-addressable
memory, and enables transfer via a “bounce buffer” when neither device does.

Coordinating the when is a new challenge relative to the doorbell model because the doorbell
model does not need to account for multiple senders transmitting to the same receiver, as
is common in collective computation tasks [70]. The MMQ enables multiplexing while rate-
limiting. Multiple senders may enqueue data at the MMQ for processing without preempting
each other; requests are served first-in-first-out. To avoid overflowing the MMQ, senders may
only insert into the MMQ when they have been granted a credit by the receiver; receivers with
deep buffers can grant more credits and scale out more extensively than receivers with shallow
buffers, but the mechanism remains the same regardless of device capacity.! This solves the
“when” problem.

While generality is a useful guiding principle, it is only meaningful when it entails low
resource overhead and high performance. Despite the conceptual complexity of supporting
abstractions that are flexible enough to support device heterogeneity, a fully featured DCP
implementation on a commodity AMD AU55C FPGA [7] consumes only 99k LUTs (7.6% of

INote that these credits are orthogonal to underlying flow control in the interconnect protocol. Interconnect
protocols rate limit transfers to avoid overloading network bandwidth; DCP’s rate limiting avoids overloading
MMQ buffer space.
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Figure 4.1: Use-cases DCP aims to support.

total) and 153k registers (5.9% of total). This represents an extra 4% of the overall utilization
compared to a simple specialized interface with minimal buffer. In our microbenchmarks, DCP
achieves up to 2.3x higher goodput for device-to-device communication and 1.4 ps latency (17%
of the baseline) even with just two devices. Even for GPU-to-GPU communication over NVLink,
where a single vendor controls the entire stack, DCP achieves 20% higher peak throughput than
Nvidia’s specialized NVSHMEM interface [137] while using a quarter of the SMs.

4.1 Background and Motivation

We start by describing the use cases we target in this chapter, and then analyze the overheads of
implementing them when CPUs mediate transfers. Finally, we discuss why existing device-to-
device communication approaches that were designed to avoid CPU mediation do not suffice.

4.1.1 Target Use-Cases

Figure 4.1 shows some application dataflows between accelerators that we aim to support, and
we describe these below. But we hasten to note that the workflows we describe here are among
the simplest we support. This simplicity is in service of clarity, and our design supports more
complex flows, including one with more accelerators or richer communication topologies. Later,
in § 4.4 we detail how these application dataflows can be implemented using DCP.

CPU bypass. This pattern resembles what is used by today’s machine learning training and
inference jobs: an accelerator (e.g., a sparse tensor accelerator [59]) exchanges network data by
directly communicating with the NIC rather than going through the CPU. Of course, the same
pattern is useful in many other contexts, including storage servers where the disk controller
might directly talk to the network [140] or video streaming clients, where the network input
might be sent directly to the decoder. GPUDirect and similar proprietary solutions can support
CPU bypass use-cases where one of the devices is a GPU. However, as we discuss in § 4.1.3,
these solutions do not generalize beyond the GPU use-case.
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Accelerator chain. This dataflow pattern models a case where the CPU might use two
accelerators to process data, e.g., a video analytics application might need to decompress inputs
(using a QAT [86]-like accelerator), then decode them (using a video decoder) before processing
the raw frames. As we show below, going to the CPU after each step can add substantial
overhead, and DCP allows applications to avoid the CPU and thus these overheads.

Interposed accelerator. The final dataflow pattern models a case where an additional accel-
erator interposes on I/O initiated from the CPU, e.g., an RPC accelerator [99] that interposes on
network traffic, thus eliminating serialization and deserialization overheads. The goal of such
interposition is to reduce CPU cycles (the so-called “datacenter tax” [182]), but as we discuss
below, current CPU-mediated approaches require cycles and thus reduce (or in the worst case,
obviate) these benefits. Direct device-to-device communication enabled by DCP eliminates the
processing overheads, thus maximizing the gains provided by such an accelerator.

4.1.2 Overheads of CPU-Mediated Communication

Currently, proprietary technologies, e.g., GPUDirect, can be used to implement the communica-
tion patterns described above for compatible devices: for example, an Nvidia GPU can directly
communicate with an Nvidia NIC using GPUDirect RDMA [133]. But these approaches are
proprietary and cannot be used by other devices. More importantly, as we explain in § 4.1.3,
these approaches assume that at least one of the communicating devices (usually the GPU) has
similar computation capabilities and memory capacity as the CPU, and thus they cannot be
extended to apply to general devices.

Consequently, the most promising approach to implementing these use cases today would
be to use CPU mediation (Figure 4.2). In this approach, communication between any pair of
devices require that the CPU first (1) allocate memory in host DRAM to buffer the data (a bounce
buffer). After this buffer has been allocated, the CPU must then orchestrate data movement
by (2) initiating a DMA write from the sender to the buffer, e.g., by enqueuing a descriptor; (3)
polling until the DMA write has completed; (4) initiating a transfer to the receiving device (either
using MMIO write or by triggering a DMA read); and finally (5) polling until the transfer has
completed, following which we can free the bounce-buffer.

CPU mediation allows for simpler devices because they can be designed assuming that all
data transfer is initiated and coordinated by the CPU. However, it also has performance and
resource overheads. Below, we characterize this design’s impact on communication latency and
throughput, and on the additional CPU cycles required to implement this.

Our characterization is based on a microbenchmark where the communication chain is CPU
— FPGA A — FPGA B — CPU. As can be observed, the main memory is both the source and
sink for data. The FPGA datapath is modeled on Intel QAT; each device has a CPU-populated
descriptor ring buffer (of 64-byte descriptors) encoding two addresses in host memory: an input
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Figure 4.2: CPU-mediated communication.

buffer and an output buffer. The output buffer also serves as a completion notification that the
CPU polls on.

Impact on latency. CPU mediation doubles the path length of any device-to-device communi-
cation, requiring a trip to and from the CPU. Concretely, consider the path between FPGA A and
FPGA B. In the CPU-mediated case, this requires FPGA A to first send data to the CPU (and main
memory), and FPGA B to fetch this data from the CPU, incurring two one-way PCle transfers,
in the best possible scenario. In our testbed, we estimate that this takes 3 pus. By contrast, a more
direct communication between FPGA A and FPGA B requires only one PCle transfer, and we
estimate that this would take 1.5 pus (based on the unloaded round-trip time measured between
the CPU and FPGA). Worse, this latency overhead increases with the length of the accelerator
chain.

Impact on throughput. CPU-mediated transfers increase traffic on arterial PCle links, leading
to congestion and reduced throughput. Returning to Figure 4.2, using a DRAM-based bounce
buffer means that the Root Complex <> PCle Switch link must handle all traffic in and out
of both FPGAs, resulting in 2x oversubscription. Consequently, with PCle 3.0, inter-device
transfer rates would be throttled to at most 64 Gbps, despite the fact that each link provides
128 Gbps bidirectional bandwidth. This effect aligns with prior work highlighting PCle as a
bottleneck under heavy data movement workloads [3] as well as what we observed in Chapter 3.
In our microbenchmarks, the effective throughput is just 51 Gbps due to additional coordination
overheads (descriptors, PCle read requests). Once again, we will see in § 4.6.3 that enabling
devices to coordinate transfers autonomously unlocks peer-to-peer (P2P) DMA capabilities of the
underlying fabric, alleviating congestion in the upstream links, and improving the end-to-end
throughput to 119 Gbps (within 97% of the theoretical maximum).

Wasted CPU cycles. Finally, CPU mediation requires that the CPU allocate buffers, poll for
completion, and initiate DMAs. Each of these actions requires CPU cycles. These cycles are
necessary even though, for device-to-device traffic, e.g., communication between FPGA A and B
in our example, the CPU performs no useful computation. Furthermore, because the sequence
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of steps in Figure 4.2 must be replicated for every pair of devices the CPU coordinates, longer
device chains only exacerbate the problem, requiring increasingly more CPU cores in order to
keep up with the load.

4.1.3 Limitations of Existing Peer-to-Peer Approaches

The analysis above shows that CPU mediation limits the benefits of chaining multiple accelerators.
We are not the first to notice this, and peer-to-peer communication has been a focus for a while;
we discuss existing approaches here.

Proprietary GPU-centric mechanisms. The most commonly used approach today relies
on proprietary protocols, e.g., GPUDirect [133] and GPUNetIO [66, 134]. These protocols
have focused on interconnecting GPUs to I/O devices (e.g., the NIC or storage) because of the
importance of ML jobs and the I/O pattern exhibited by ML training and inference.

The design of these protocols is tightly coupled with the assumption that they are used for
communication with a GPU: they rely on the programmability and memory capacity of GPUs,
and thus merely substitute CPUs for GPUs. Put differently, they can be considered to change
CPU-mediated communication to GPU-mediated communication. For example, GPUDirect
leverages an RDMA-capable NIC to move data directly between GPUs on different servers, but
implicitly assumes that the data sinks at both endpoints (GPUs) have high memory capacity.
In the same vein, GPUNetIO allows CUDA kernels running on the GPU to orchestrate NIC RX
and TX; this effectively adapts the CPU-as-controller model to a GPU-centric world, but therein
assumes sufficient memory and general-purpose compute at the GPU.

Consequently, these protocols cannot be generalized and applied to communication between
devices with limited compute capabilities, e.g., hardware video encoders or decoders, or those
that have little or no BAR-addressable memory, e.g., compression engines.

Thus, these specialized protocols are misaligned with our goal of allowing applications to
implement functionality by chaining several accelerators, each with varying capabilities.

PCle peer-to-peer provides mechanism, but not coordination. Since 2002, PCle has
supported peer-to-peer communication. Unlike proprietary protocols, it is easier to adopt and
does not assume the presence of a GPU (nor a CPU). Instead, they allow devices to exchange
data directly with other devices by reading and writing to their BAR-accessible memory regions,
with routing handled by intermediate PCle switches along the interconnect tree.

However, while the PCle peer-to-peer mechanism is necessary for inter-device communi-
cation of the form we described above, it is not sufficient. This is because it does not provide
coordination mechanisms to address two problems:

* Memory allocation. First, PCle transactions, whether read or write, need to specify memory
addresses from (or to) which data should be transferred. Consequently, in many cases,
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devices need to be able to allocate and free buffers when necessary, but PCle does not
provide any standard mechanism for this.

* Data movement. Second, devices need to signal when data movement should be initiated,
and when it has completed. For example, in Figure 4.2, Device A needs to be able to signal
to Device B that its write has completed, and thus Device B can safely read the buffer.
Similar to memory allocation, PCle currently provides no standard mechanism for this
purpose.

Thus, while PCle provides a foundation, it does not offer the higher-level mechanisms
required to allow applications to chain together arbitrary accelerators.

4.2 DCP Vision

We envision a future where PCle (or CXL, or a future interconnect) allows devices to arbitrarily
exchange data via a standardized interface. A standardized interface would enable the wider
adoption of known optimizations (e.g., enabling NICs to directly transmit data to accelerators [53,
66, 187]; allowing clusters of accelerators to perform collective computation [70, 136]) as well as
open doors to a future where several accelerators work together to perform a task as a “sea of
accelerators” [62] that have been stitched together into an application specific pipeline.
Enabling a standard is challenging due to the variability in device programmability, memory,
and capacity for throughput. It is necessary to be conservative in the design of a standard
interface such that it is feasible for as many devices as possible to implement, while still striving
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to achieve competitive performance goals. In short, it is important to be careful about what the
protocol does and what it does not do.

Our vision for a standardized interface is the Device Communication Protocol, or DCP. DCP
standardizes the mechanics of memory allocation, data transfer and signaling, and flow control
between devices with heterogeneous capabilities in terms of programmability, memory access,
and capacity/throughput. The core interface to implement DCP is called a Memory Mapped
Queue, or MMQ. The MMQ backs a BAR-addressable memory region that, when written to,
enqueues a DCP command for the hosting device. Senders enqueue DCP commands at receivers
to (a) request allocation of memory at the receiving device, for devices that host banks of BAR-
addressable memory; (b) initiate or terminate data transfer between devices; and (c) request
permission (credits) to invoke more commands.

This list of commands is deliberately short. As alluded to above, important to DCP’s design is
what DCP does not do. In order to target generality, DCP does not attempt to standardize anything
to do with device-specific configuration. Devices present varying forms of configuration (e.g.,
NICs might be configured with packet filters [75] or hash functions for receive-side scaling [192];
cryptographic engines might be configured with commands to invoke a particular algorithm with
specific parameters [86]) and programmability (e.g., FPGAs require RTL code and GPUs require
CUDA code). We cannot expect fixed-function devices—such as NICs, cryptographic accelerators,
or codec engines—to support programmable drivers to enable them to send receiver-specific
commands to each device they might communicate with. Furthermore, this sophistication is
not necessary to enable a wide range of useful applications because we can instead rely on a
programmable controller—likely at the CPU—to enable device-specific configurations and code
while leaving the sending device to be only concerned with the standardized mechanisms of
data transfer. We illustrate this with an example.

DCP in Action. In Figure 4.3, we consider a use case that illustrates the separation of re-
sponsibilities between device-specific functionality (enabled via drivers and programmed by
the CPU) and DCP-implemented operations (performed peer-to-peer and concerned only with
data transfer). In this example, a software router [42] serves as the endpoint for a site-to-site
encrypted IP tunnel between offices of the same enterprise. To save CPU cycles for frequent
cryptographic operations, the enterprise installs a cryptographic engine on the server. The
tunneling software at the CPU uses a driver on each device to establish a flow of data between
the NIC and the cryptographic engine directly. In step 1, the CPU establishes two MMQs, one at
the NIC and one at the crypto engine. The CPU instructs the NIC to select all traffic over the
port used for tunneling (using the NIC’s own configuration language) and to copy those packets
to the Crypto Engine’s memory, and to coordinate this memory exchange using the MMQ at
the address exposed by the Crypto Engine. The CPU instructs the Crypto Engine to decrypt
the traffic arriving over the new MMQ using a particular algorithm and set of parameters (e.g.,
AES-GCM-256) and for all resulting data to be written back to local memory, and then to send a
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request to the NIC to read this memory at the MMQ exposed by the NIC. The MMQ at the NIC
is configured to send the resulting packets back to the local network.?

DCP standardizes a very narrow band of functionality: the mechanics of data transfer. In the exam-
ple above, the NIC does not need to know about cryptographic algorithms, and the cryptographic
engine does not need to know about network routing.

In the following section, we turn to the core components of what DCP does do.

4.3 Design

We now present DCP’s design. We discuss the MMQ (§ 4.3.1) and how senders enqueue com-
mands to receivers via MMQs that have been instantiated by software; we discuss DCP’s flexible
approach to data transfer and ownership (§ 4.3.2) that adapts to scenarios where either sender,
receiver, or both lack expansive addressable memory (as observable in the tunneling example in
the previous section); and finally we overview DCP’s credit-based flow control (§ 4.3.3), which
prevents lower-capacity receivers from being overwhelmed by data from external devices.

4.3.1 Memory-Mapped Queue (MMQ)

All devices that support DCP must implement at least one memory-mapped queue, or MMQ.
An MMQ allows senders to enqueue commands by writing to a specific address region. As
we will discuss in § 4.3.2 and § 4.3.3, DCP has five command types: pass-by-value transfers,
pass-by-reference transfers, buffer requests, credit requests, and completion notifications. Each
command must fit into a single message (i.e., TLP or frame for the underlying interconnect) of
some k bytes. Senders may only send commands if they have credits to do so; some number of
credits j are preallocated at configuration time by the CPU. From a sender’s perspective, the
MMQ looks like a simple ring buffer of k x j bytes at some address a with a head and tail pointer;
a sender iterates through writes to addresses a,a + k,a + 2k, ... so long as credits are available;
every time a credit is returned to the sender the head pointer implicitly advances.

While this abstraction is faithful to shared memory, the true implementation may not rely
on random-access memory at all; indeed, we envision that most devices will implement MMQs
with dedicated hardware FIFO queues. At the same time, the abstraction is simple to adopt for
legacy devices that already have exposed memory and which are programmable (e.g., the CPU,
GPUs).

%If this looks a lot like Software Defined Networking [31], that is because it is indeed, very much inspired by
Software Defined Networking.
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Figure 4.4: Data transfer modes in DCP.

Hardware queue implementation. In this approach, receive logic intercepts writes to the
MMQ address space as frames arrive on the interconnect interface (e.g., PCle MWr TLP) and
then directly enqueues the packet payload into a hardware FIFO queue regardless of offset from
the base address a. Hardware MMQs support multiple senders writing to the same queue: the
arriving writes each fit in a single frame and hence can be handled atomically by the receiver,
without the need for complex synchronization mechanisms. Devices may implement one or
more MMQs in hardware (demultiplexing depending on which address is written to); each device
has a fixed number of queues, of a fixed size.

Memory-based implementation. Because the MMQ abstraction replicates the abstraction
of shared memory, devices with exposed memory and programmability can trivially support the
abstraction without hardware changes. In this implementation, writes to the MMQ consist of
regular memory writes. The receiver (device or CPU) keeps track of the head pointer, indicating
the next command to process. It polls the head until the sender writes the command, at which
point it processes the command and advances the head. Commands always start with a command
type field, which allows the receiver to quickly determine the command type and how to process
it. The receiver can also use this field to disambiguate between commands and empty slots by
ensuring that empty slots always start with zero. Unlike the fixed hardware design, memory-
based MMQs can scale out dynamically: CPUs and GPUs can create new MMQs when instructed
to, so as long as memory is available.

However, the memory-based approach has significant disadvantages. First, memory-based
MMQs can only support one sender because DCP does not support mechanisms to synchronize
writes to the MMQ head; this requirement is enforced by the controller at the CPU when setting
up the queues. Second, it requires the receiver to poll to detect new commands, eating cycles.
Finally, it requires support for BAR-addressable memory and more complex pointer tracking,
which is undesirable for limited devices.
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4.3.2 Data Transmission and Ownership

Our core goal in designing DCP is to enable direct peer-to-peer communication without involving
the CPU for coordination (e.g., invoking transfers) nor intermediation (writes and reads to host
memory to enable transfer). DCP enables this for all devices with an MMQ for transfers carried
out using a pass-by value command; DCP enables this for transfers such that either the sender or
the receiver has addressable memory using pass-by-reference commands. In general (and as we
will demonstrate in § 4.6), pass-by-value transfers offer the lowest latency, but pass-by-reference
transfers are more flexible, not being susceptible to frame size limits.

Pass-by-value. Pass-by-value transfers embed the transmitted data directly into the payload
for a command pushed into the MMQ. Individual transfers are capped in size by the maximum
atomic write size supported by the path between the sender and receiver. This is primarily
determined by two factors: the maximum frame size supported by the interconnect, which
guarantees that the entire command is delivered atomically, and the atomic unit of the endpoints,
which guarantees that the entire command is processed atomically. For instance, modern x86
CPUs typically allow TLPs with up to 256 B payloads, but only guarantee atomicity for writes of
up to 64 B [34], so the maximum size that a pass-by-value transfer can support between an x86
CPU and a DCP device is 64 B. For peer-to-peer transfers between devices that go through a
PCle switch, the maximum size is determined by the maximum payload size (MPS) configuration
of the switch and devices, which can be much larger (1024 B in the testbed we use in § 4.6).
As made apparent in Figure 4.4, pass-by-value transfers offer the lowest latency as transfers
complete with one-way delay between sender and receiver.

Pass-by-reference. Pass by reference can transfer more data via a single command as the
sender pushes a pointer and length to the receiver’s MMQ; the receiver then reads data from the
address up to the specified length. The specified address may point to data anywhere in the host
address space (e.g., sender memory, receiver memory, interconnect-attached memory, or host
memory), which allows the sender and receiver to make use of memory as available. Returning
to Figure 4.4 (pull semantics), a sender can pass a reference to their own memory, and then the
receiver can read it in, much like CPUs pass data to devices today.

However, some use-cases will lead to receiver-managed buffers. For example, a typical NIC
does not manage buffers—it accepts data from the network and then writes it to a receiver
that is expected to process the packet. To enable receiver-managed buffers, DCP offers a buffer
request command by which senders can request that the receiver allocate a buffer in memory
for the sender to write into, as illustrated in the “push” example of Figure 4.4. A sender first
(1) sends a buffer request to the receiver’s MMQ; (2) the receiver responds with a pointer to
allocated memory; (3) the sender writes into the receiver’s buffer; and (4) the sender transmits
the same pointer back to the receiver for the receiver to read from. This process implicitly tracks
ownership of the buffer: when the receiver passes the pointer to the sender, the sender now
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owns the address space for writing; once the pointer is returned, the ownership is restored to
the receiver who begins to read in data.?

Other pass-by-reference use cases. DCP also enables two devices that do not have any
memory to use preallocated memory at the CPU, or CXL-attached memory, as a “bounce buffer”
for pass-by-reference transfers; however, we expect that pass-by-value transfers will typically
be sufficient.

4.3.3 Credit-Based Flow Control

DCP incorporates a receiver-driven, credit-based flow control mechanism to limit the amount
of MMQ capacity a sender may consume at any given time. These credits serve two purposes.
First, they rate-limit the aggregate RX rate to prevent overflow (for hardware MMQs) and over-
writes (for memory-based MMQs), thereby preserving reliability and avoiding the complexities
associated with lossy delivery (e.g., message reordering, retransmissions). Second, they allow
fine-grained multiplexing at the granularity of senders (different senders may be allocated credits
at different rates), MMQs (memory or compute resources can be partitioned differently among
the various MMQs), or both.

Credit requests. Senders are initialized with a given number of credits; every command
pushed to the MMQ consumes credits depending on its size. Once senders have consumed half
of their initial credits or more, they may explicitly send a credit request to restore their credits as
needed (but no more than the initial allocation).

Credit requests offer three main benefits compared to automatic credit return (in which the
receiver returns credit to the sender as commands are consumed). First, they force senders to
register their intent to send data; this avoids scenarios where inactive senders (without data
to transmit) indefinitely hold on to credits, which can lead to under-utilization of the MMQs.
Second, this design does not require the receiver to keep track of the senders transmitting
to its MMQs; instead, the receiver only needs to keep track of the total amount of credits
it has available to distribute. Finally, credit requests facilitate batching of credit allocations,
allowing senders to request multiple credits at once, therefore reducing the overhead of credit
synchronization.*

For highly multiplexed hardware MMQs, an initial credit allocation of 0 credits is treated as
a special case. Senders with an initial allocation of 0 credits may request an arbitrary number
of credits on demand, with the receiver determining how many credits it is able to provide

3Despite the potential complexity of buffer allocation at the receiver side, we find that a simple bump allocator
works well in our hardware implementation with little resource overhead.

*In principle, it is possible to batch automatically-returned credits; however, this would entail additional
implementation complexity (e.g., a controller implementing Nagle’s algorithm for each active sender) with hard-to-
tune performance parameters (e.g., timeouts for coalescing credit return messages).
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Figure 4.5: DCP implementation of the Figure 4.1 dataflows.

in response. These credit requests may be declined if the MMQ is full, requiring senders to
re-attempt a credit request after a timeout. Hence, this model introduces higher latency—
requests themselves may be declined, leading to uncertainty—but supports a higher degree of
multiplexing.

4.4 Using DCP

Having described the key primitives underpinning DCP, in this section, we revisit our motivating
use-cases (§ 4.1.1) and discuss how DCP can be used to implement these workflows. Figure 4.5
expands the dataflows of Figure 4.1 to highlight how the DCP primitives are used to implement
them.

4.4.1 CPU Bypass

Queue-Based MMQs enable a simple yet performant dataplane architecture for simple devices
(e.g., NICs, Intel QAT) that works as follows. First, at initialization time, the controller configures
an MMQ on both devices and informs each device of its peer’s MMQ address and size. Then,
when the NIC receives data over the network at run-time, it can directly enqueue the data to the
accelerator’s MMQ using pass by value, bypassing the CPU and host memory entirely.

4.4.2 Accelerator Chain

The accelerator chain depicted in Figure 4.5 highlights two important capabilities of DCP.
First, the flexibility to allocate buffers in a remote address-space provides support for devices
that expose no (or very limited amounts of) memory of their own. In this example, the accelerator
on the left can receive data from the CPU as usual: either via direct transfer (pass-by-value) or
by pulling data from a buffer in host memory (pass-by-reference). However, since the device
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has no exposed memory of its own, it cannot rely on the subsequent device to “pull” the data
the same way. Instead, it uses an alternative pass-by-reference mechanism, which we call
“push” semantics. The accelerator would first issue a buffer request to allocate memory in the
subsequent device’s exposed memory region; once this request is granted, we say that it owns
the buffer. It then performs a DMA write to perform the data transfer, and enqueues a pointer to
the buffer (pass-by-reference) to push the data to the next accelerator in the chain; at this point,
buffer ownership is transferred back to the original device. Once the subsequent accelerator
dequeues the pointer and finishes consuming the referenced data, it can safely deallocate the
corresponding memory.”

A second salient point here is that the MMQ abstraction allows devices to use precisely the
same mechanics to interface with software-managed devices (CPUs, GPUs) as they would with other,
hardware-based devices. As before, the Memory-Based MMQ on the CPU allows the accelerator
on the right to transfer data to the CPU either directly (using pass-by-value) or by enqueueing a
pointer to host memory (pass-by-reference).

4.4.3 Interposed Accelerator

Finally, the rightmost example in Figure 4.5 depicts a scenario where the amount of memory
available aboard both communicating devices is either highly constrained or oversubscribed (e.g.,
the accelerator must multiplex its exposed memory between RX/TX to both the CPU and the
NIC). In this case, both the accelerator and NIC might choose to waypoint their data transfers
via host memory.

DCP’s primitives enable a range of memory allocation schemes and data movement mechanisms
to choose from, allowing communicating device pairs to dynamically scale up to the most
performant option available to them (dictated by their mutual resource constraints).

4.5 DCP Implementation

We implemented the hardware component of DCP in approximately 13k lines of SystemVerilog,
the controller and CPU-side datapath in approximately 7k lines of C++20 (excluding tests and
application logic), and the GPU software datapath in about 2k lines of CUDA (also excluding
tests and application).

>In keeping with a minimalistic design philosophy, DCP makes no prescriptions about how the second device
allocates/deallocates buffers within its own memory region.
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End-to-end simulation. To test DCP under a variety of settings and aid the development of
new devices that use DCP we fully integrated the design with SimBricks [104]. We extended
Simbricks to include complex PCle trees with PCle switches, allowing end-to-end simulations
using peer-to-peer across devices and QEMU. We use simulations to verify correctness under a
variety of settings, but exclusively report real-hardware performance in the evaluation.

Hardware portability. To allow the design to be portable to a wide range of FPGAs, we
built upon Forencich’s PCle core abstraction layer [56]. And while our implementation targets
FPGAs, DCP’s design can also be incorporated into ASICs.

4.6 Evaluation

We now evaluate DCP, comparing its performance to that of custom device interfaces, as well
as showcasing the different device workflows that DCP enables. We use the three different
dataflows illustrated in Figure 4.5 to understand DCP’s performance in a variety of settings
(§4.6.3, § 4.6.4, § 4.6.5). In addition, we zoom in on the device-CPU path to understand how DCP
compares with custom interfaces in a more traditional setting where devices communicate with
the CPU (§ 4.6.6). Finally, we evaluate DCP for GPU-GPU communication over NVLink (§ 4.6.7)
and report the cost of implementing DCP in hardware (§ 4.6.8).

4.6.1 Evaluated Devices

Our experimental topologies include two devices: a NIC and an accelerator. We connect the
devices under different logical topologies, as illustrated in Figure 4.5.

Baseline NIC (E810). We use an Intel E810 NIC [78] as a baseline NIC. The E810 implements
a typical NIC interface with ring buffers of descriptors in host memory that it uses to exchange
packet buffers with the CPU. Most existing commodity NICs implement a similar interface [156].

Baseline Accelerator (FPGA-Based). To evaluate a prototypical accelerator interface, we
implement a command queue interface with support for scatter-gather DMA on an FPGA. The
CPU enqueues commands to the accelerator by writing them to a ring buffer in host memory,
followed by a write to a doorbell register at the device. When the accelerator receives the
doorbell write, it can issue DMA reads to fetch multiple commands at a time. Commands specify
the addresses of the input and output buffers, as well as the input size. The accelerator uses DMA
reads to fetch the input and DMA writes to write the output back to host memory. To isolate
the performance overheads of the interface alone, this accelerator performs no computation.
This interface is similar to that of existing accelerators (e.g., Intel QAT [79, 86]).

DCP Devices. For DCP, we mock up a NIC and accelerator on the FPGA, now using the DCP
interface. The controller configures their MMQs depending on the topology, as illustrated in
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each experiment, and DCP is configured such that each sender writes to memory at the receiving
device. We did not implement an Ethernet connection for the NIC. Instead, we generate traffic
from inside the NIC and keep track of packets received back in order to measure RTT and
throughput. For the accelerator, we once again perform no computation in order to isolate the
overheads of DCP alone.

4.6.2 Setup and Methodology

Setup. Our device-under-test server has two Intel Xeon Gold 6226R CPUs [84], with 16 cores
each. We use four PCle devices in our evaluation: two AMD AU50 FPGAs [6], one AMD AU55C
FPGA [7], and one Intel E810 NIC [78]. These devices are connected to the CPUs through two
Broadcom PEX 8747 PCle Gen 3 switches [25]. Each switch has 16 lanes upstream and 32 lanes
downstream (16 for each device). On NUMA node 0, the PCle switch connects to one AMD
AU50 FPGA and one Intel E§10 NIC. On NUMA node 1, the PCle switch connects to two FPGAs
(AMD AU50 and AMD AU55C).

For the experiments that use the NIC, we also use a second server to generate network
traffic. This server has an Intel Core i7-7820X CPU [81] and an Altera Stratix 10 MX FPGA [77]
connected directly to the E810 NIC on the DUT server. We generate traffic and measure RTT
with cycle-accurate precision using Enso6Gen (§ 3.7.2).

For the GPU experiments, we use an HPE Cray XD670 node [28] with two Intel Xeon
Platinum 8470 CPUs, 2,048 GB of DDR5-4800 memory, and eight Nvidia H100 GPUs [32] with
80 GB of memory each. Our experiments use a pair of these GPUs connected through fourth-
generation NVLink, which provides 450 GB/s of theoretical peak bandwidth between the two
GPUs (in each direction) [32, 129].

Methodology. We conduct all DCP experiments using the two FPGAs on NUMA node 1, with
each FPGA acting as an accelerator or NIC, depending on the configuration. For the baseline
experiments, we use NUMA node 0 when using the NIC and NUMA node 1 when using two
accelerators. This keeps the hardware setup as similar as possible for all configurations without
requiring physical changes and avoiding the overheads of cross-NUMA traffic [181]. We report
median values across 10 runs for all experiments and show the standard deviation as error bars.

Measuring Latency: For the experiments using only accelerators, we report latency as the RTT
starting and finishing at the CPU. For the experiments using a NIC, we report latency as the RTT
starting and finishing at the NIC. For DCP, we measure the RTT from the NIC by implementing
timestamping at the NIC hardware. For the baseline, we are not able to efficiently calculate
the RTT at the NIC. While the E810 provides a timestamp mechanism, it has high overhead.
Given this limitation, we measure the latency for the baseline experiments in two different
ways: from the external packet generator (which overestimates the RTT by around 1 pus) and by
separately measuring the RTT between the CPU and the NIC and the RTT between the CPU
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Figure 4.6: Throughput and latency for the CPU-Bypass topology.

and the accelerator and adding them together.

4.6.3 CPU Bypass

We start by evaluating the CPU-bypass topology, where a NIC and an accelerator communicate
with each other. This lets us understand the performance of DCP when used for device-to-device
communication. As a baseline, we use the CPU to mediate the communication between the E810
NIC and the baseline accelerator.

Figure 4.6 shows the goodput (4.6a) and latency (4.6b) for the CPU-bypass topology. DCP
more than doubles the goodput compared to the baseline and drops latency from 8.1 s to 1.4 ps,
when using pass by value.

Goodput. For small transfers (64 B), DCP is bottlenecked by the FPGA’s PCle core, achieving
40 Gbps using pass by value and 27 Gbps using pass by reference. In contrast, the CPU-mediated
baseline is CPU-bound and achieves only 22.7 Gbps. For larger transfers, the bottleneck shifts to
the PCle link. In this regime, DCP achieves 119 Gbps using pass by value (close to the theoretical
maximum) and 114 Gbps using pass by reference, while the baseline is bottlenecked on the link
between the CPU and the PCle switch, achieving 51 Gbps. Finally, note that DCP with pass by
value consistently outperforms DCP with pass by reference. This is because pass by reference
uses receiver-side buffer allocation in this configuration, which requires the sender to issue
buffer requests to the receiver before writing data.

Latency. As expected, removing CPU mediation significantly reduces latency. DCP with pass
by value achieves a latency of 1.4 us (17% of the baseline), while DCP with pass by reference
achieves a latency of 3.4 us (42% of the baseline). Note that pass by reference’s latency is around
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Figure 4.7: Throughput and latency for the Accelerator-Chain topology.

3x that of pass by value since it adds an extra RTT for buffer requests in each direction.

4.6.4 Accelerator Chain

We now look at the performance of DCP in the accelerator chain topology, where the CPU
sends the input data to a chain of two accelerators and receives the output back from the second
accelerator. As a baseline, we use the CPU to mediate the communication, requiring the data to
return to the CPU in between the two accelerators. Figure 4.7 shows the goodput (4.7a) and
latency (4.7b).

Goodput. Both DCP and the baseline become bottlenecked by the CPU for small transfers
and by the PCle bandwidth for larger transfers. However, unlike the baseline, DCP does not
need an extra CPU hop in between the two accelerators, which allows it to sustain the full link
throughput for larger transfer sizes. In contrast, the baseline makes the data traverse the link
between the CPU and the PCle switch twice, reducing the goodput to half of what is achieved
by DCP.

Latency. As we discuss in more detail in § 4.6.6, compared to the baseline accelerator, DCP
imposes higher latency when communicating with the CPU using pass by reference. This
results in the overall latency being comparable between the two configurations in the accelerator
chain topology. DCP with pass by value does not face this issue and has an RTT of only 2.4 ps,
compared to 7.2 ps for pass by reference and 7.5 ps for the baseline, but is limited to transfers of
up to 48 B.
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Figure 4.8: Throughput and latency for the Interposed-Accelerator topology.

Interface CPU—Dev Overhead Dev—CPU Overhead

DCP (val.) 16 B 16 B
DCP (ref.) 21.3B 21.3B
Accelerator 64B 0B
E810 NIC 32B 16 B

Table 4.1: Metadata overhead per transfer for each interface. For the baseline interfaces, we
omit per-batch overheads, such as doorbell register writes and completion notifications.

4.6.5 Interposed Accelerator

Finally, we evaluate the interposed accelerator topology, where a NIC receives traffic, forwards it
to an accelerator, and the accelerator sends the result to the CPU. As with the previous topologies,
the baseline requires the CPU to mediate the NIC-to-accelerator communication. Figure 4.8
shows the goodput (4.8a) and latency (4.8b). The results are similar to those of the accelerator
chain topology, except that we are not able to use pass by value when communicating with the
CPU, since packets cannot be smaller than 64 B.

There are two main differences compared to the accelerator chain. First, the baseline
exhibits higher latency since it uses an E810 NIC, which has higher latency than the FPGA-based
accelerators (§ 4.6.3). Second, DCP achieves lower latency since the software is simpler than
that used in the accelerator chain, only echoing data back instead of having to both generate
data and receive it back.
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Figure 4.9: Throughput and latency for transfers between the CPU and a single device.

4.6.6 Device-to-CPU Communication

We now zoom in on the device-CPU communication path to understand how DCP compares
with custom interfaces in a more traditional setting where devices communicate with the CPU.
We compare the performance (goodput and latency) of DCP devices to the baseline NIC and
accelerator. In this experiment, we generate data at the CPU and use the devices to forward it
back. For the baseline NIC, we leverage its internal switch to loopback packets, which allows
us to evaluate the cost of the NIC interface without the overhead of Ethernet. For the baseline
accelerator, we configure it to perform no operation and write the input data back to host
memory.

Goodput. DCP achieves similar goodput to that of custom interfaces when communicating
with the CPU. Figure 4.9a depicts the goodput as we increase the transfer size. For transfers up
to 512 B, all interfaces are CPU-bound. In this regime, DCP and the baseline accelerator achieve
similar goodput, while the baseline NIC achieves around 25% lower goodput. For larger transfers,
the bottleneck shifts to the PCle Root Complex’s bandwidth. In this regime, the goodput is
dictated by each interface’s bandwidth overhead due to metadata—with the interfaces with
lower metadata overhead achieving higher goodput. Table 4.1 shows the metadata overhead per
transfer for each interface. DCP has lower overhead compared to the baseline accelerator and
NIC, which explains its slightly higher throughput for larger transfers.

Note that our message here is not that DCP has fundamentally lower overhead than custom
interfaces—we could, for instance, further optimize the baseline accelerator to use smaller
commands, allowing it to match DCP’s goodput. Instead, our claim is that DCP achieves
comparable goodput to that of custom interfaces while providing generality.
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Transfer Size DCP NVSHMEM NVSHMEM (TMA)

64B 4.8 us 3.5us 5.7us
256B 4.8 us 3.5ps 5.7ps
1KB 4.8 us 3.5us 5.7us
4KB 4.8 us 3.7 us 5.8 us
16 KB 5.0 us 6.0 us 6.5 s
64 KB 6.8 us 16.7 us 8.5us

Table 4.2: GPU-GPU latency over NVLink for DCP and Nvidia’s NVSHMEM, with increasing
transfer sizes.

Latency. Figure 4.9b shows the latency as we increase the load for 64 B transfers. Pass by
value allows DCP to achieve 1.7 ps latency for small transfers (<48 B) when communicating with
the CPU. With pass by value, the CPU enqueues data using an MMIO write to the device’s MMQ
and the device enqueues data at the CPU using DMA writes to the memory-based MMQ. As
such, pass by value allows the CPU to enqueue an input and receive an output with 1 RTT total.

With pass by reference, the CPU owns the buffers in both directions. This means that it
uses sender-owned buffers for sending inputs to the device, and receiver-owned buffers for
receiving outputs. As such, transfers take 1.5 RTT from the CPU to the device (pass by reference
+ device-initiated DMA read) and another 1.5 RTT from the device to the CPU (buffer request +
device-initiated DMA write). This matches the baseline accelerator and the E810 NIC, since both
require 3 RTT total to send an input and receive an output. However, DCP’s buffer requests add
buffer allocation to the critical path, which explains why DCP with pass by reference has around
1.9 ps higher RTT compared to the baseline accelerator. Still, pass by reference can achieve
similar latency to that of the E810 NIC, even though the E810 preallocates buffers.

4.6.7 GPU-to-GPU Communication over NVLink

So far, all the results we reported have used PCle as the interconnect. We now focus on
NVLink [32], the interconnect most commonly used for high-performance GPU-to-GPU trans-
fers. This lets us both test DCP on a much higher-capacity link and demonstrate its software
implementation on a different hardware target (GPUs instead of CPUs).

We implement DCP in CUDA. The implementation runs on the GPU’s Streaming Multi-
processors (SMs) and also leverages the GPU’s Tensor Memory Accelerator (TMA) to perform
pass-by-reference using SM-initiated asynchronous transfers. Nvidia GPUs only support up to
16 B atomic writes [139], leaving no usable space for payload in the command. As such, we only
consider pass-by-reference commands in the evaluation. We compare DCP against Nvidia’s
specialized mechanisms: NVSHMEM [137], which only uses the GPU SMs to implement the
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DCP NVSHMEM NVSHMEM (TMA) Copy Engine

Peak throughput 374GB/s 313 GB/s 274 GB/s 390 GB/s
SMs used 16 64 64 0
Transfer size 16 KB 4MB 4MB 64 MB

Table 4.3: Peak GPU-GPU throughput over NVLink, along with the number of SMs and the
transfer size that each mechanism requires to reach its peak.

communication; NVSHMEM (with TMA) [138], which, like DCP, uses TMA; and the GPU’s
Copy Engine [131], which must be controlled from the CPU.

Latency. We start by looking at the effect transfer sizes have on latency for the different
interfaces. We measure latency for DCP and NVSHMEM using non-posted transfers. We cannot
use the same methodology for the Copy Engine transfers, since they are CPU-initiated and
there is no equivalent non-posted mechanism. We did measure the time it takes for the CPU
to dispatch a command to the Copy Engine and receive a confirmation (at least 7.3 ps across
transfer sizes), but this confirmation comes from the sender, not the receiver.

Table 4.2 shows the latency as we increase the transfer size. NVSHMEM without TMA
achieves the lowest latency with small transfers (up to 4 KB) since it avoids the overhead of
using TMA. However, by not using TMA, it suffers a higher latency when using larger transfers.
For transfers up to 4 KB, DCP’s latency is within 1.3 ps of NVSHMEM’s. For transfers of 16 KB
and larger, DCP has the lowest latency of all mechanisms.

Throughput. We are interested in the peak throughput each interface achieves. Moreover,
different interfaces derive different benefits from more hardware resources or larger transfer
sizes. As such, we also report the number of SMs and the minimum transfer size required for
each interface to reach its peak. Table 4.3 shows the results. DCP achieves 20% higher peak
throughput than NVSHMEM (374 GB/s vs. 313 GB/s) while using a quarter of the SMs (16 vs. 64)
and reaching its peak with 256x smaller transfers (16 KB vs. 4 MB). The Copy Engine achieves
a slightly higher peak (390 GB/s) without consuming any SMs, since it relies on dedicated
hardware, but it requires 64 MB transfers to reach it.

These experiments show that, even with maximum specialization (i.e., a single hardware vendor
controlling the system end to end), DCP still achieves performance comparable to the vendor’s
own specialized mechanisms.
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Component LUTs FFs BRAM

Inner shell 2.3% 2.4% 0.9%
Outer shell 1.8% 1.4% 2.4%
PCle core 33% 1.8% 1.1%

Table 4.4: FPGA resource utilization of DCP’s hardware implementation on an AU55C, as a
fraction of the FPGA’s resources.

4.6.8 Cost

Before concluding the evaluation, we report the cost in terms of FPGA logic [170] needed to
implement DCP. Table 4.4 shows the resource utilization of each component of our hardware
implementation on an AU55C FPGA [7]. At a high level, the architecture is composed of two
shells. The outer shell implements a producer and consumer of MMQ commands; the inner shell
implements memory allocation and responses to credit and buffer requests. Devices that require
custom allocation or credit handling can implement their own inner shell. All components run
at 250 MHz. The PCle core is also needed for the baseline, making the resource increase around
4% of the FPGA for a fully-featured DCP implementation.

4.7 Related Work

GPU communication. The popularity of machine learning workloads has spurred a prolifera-
tion of techniques for direct GPU communication. Many rely on vendor-specific solutions, such
as Nvidia’s GPUDirect [66, 133, 134] and AMD’s ROCm [9], which target specific device pairs
(e.g., Nvidia GPU to NVMe SSD). Because they depend heavily on the GPU’s programmability
and exposed memory, they cannot be widely adopted.

Accelerator-NIC communication. Beyond GPUs, Lynx [187] allows accelerators to com-
municate directly with a NIC. Besides being specific to NIC-accelerator communication, its
design assumes that accelerators expose memory and that both the accelerators and the NIC
offer general-purpose programmability. FlexDriver [53] targets a similar use case but instead
hardcodes a NIC driver at the accelerator, limiting compatibility. Other works implement net-
work transport directly on the NIC [179, 180], which enables direct accelerator communication
without CPU involvement. From a device-communication standpoint, these solutions are sim-
ilar to traditional RDMA NICs, requiring the device to expose memory and support general
programmability to avoid the CPU.

Direct communication among programmable devices. Existing works that envision
general-purpose device-to-device communication assume that devices provide general pro-
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grammability [11, 127, 177, 188]. DCP does not make this assumption. It supports devices with
diverse capabilities, even those lacking general programmability. Furthermore, by standardizing
communication, DCP avoids the need for every device to implement a custom driver for every
other device; DCP-enabled devices can communicate with one another without customization.

CXL. Some works rely on CXL [37] or other cache-coherence techniques to share data across
devices [35, 103] or between devices and the CPU [92, 124, 175]. However, cache coherence is
orthogonal to DCP and does not solve the coordination problem. For instance, two CXL Type 2
devices might have cache-coherent access to each other’s memory, but lack an agreed-upon
mechanism to coordinate that access. DCP solves this: devices can use its pass-by-reference
commands to share data and coordinate access without a trip to host memory. Similarly, CXL
Memory devices (Type 3) can be used with DCP to exchange data seamlessly.

Using MMIO writes for data transfer. Our use of write-combined MMIO to transfer data
from the CPU to the device is inspired by prior work showing its potential for high throughput
when paired with a receiver-side reorder buffer [105, 106].

4.8 Conclusion

Today, the grand vision of servers operating as a “sea of accelerators” is hampered by the lack
of a general-purpose mechanism for device-to-device communication. We designed a general-
purpose Device Communication Protocol (DCP) that makes progress towards this vision by
enabling devices to autonomously initiate and coordinate data transfers among themselves. It
does so by standardizing a very narrow band of device functionality: the mechanics of memory
allocation and data movement. In effect, DCP obviates CPU-based orchestration (and the
performance overheads it entails) without baking in any assumptions about devices’ memory
resources and logical capabilities. As we look to a future with increasingly heterogeneous,
hyper-specialized devices, we believe that DCP’s design serves as a starting point for a highly
scalable and performant network of accelerators.






Chapter 5

Future Work

In this chapter, we discuss two immediate directions for future work building on Ens6 and
DCP. The first is to redesign network stacks around Enso’s streaming interface, moving policy
enforcement and process scheduling from packet granularity to stream granularity (§ 5.1).
The second is to give software on CPUs and GPUs efficient message-passing primitives, by
implementing DCP in hardware on these platforms (§ 5.2).

5.1 Streaming Network Stacks

The long use of packetized interfaces in NICs has influenced the design of network stacks.
Network stacks today often operate at packet granularity, facing significant per-packet over-
heads [29]. Mechanisms such as TCP Segmentation Offload (TSO) and Generic Receive Offload
(GRO) [1] exist precisely to reduce these overheads, but they are workarounds for an interface
built for individual packets. Enso instead naturally groups data into large transfers. Even raw
packets arrive back to back in a single contiguous span. This creates two main opportunities:

Network policies with streams. The first opportunity is to restore kernel interposition in
software without reintroducing significant performance overheads. Traditionally, the kernel
network stack interposes between applications and the network, which allows it to enforce
policies and improve manageability [168]. Unfortunately, because the kernel stack imposes
significant overhead on every packet sent and received, many high-performance applications
give up interposition entirely, relying on kernel bypass to improve performance [94, 97, 107, 144,
145, 153, 160, 200]. With a streaming network stack, we could reintroduce kernel interposition
by enforcing policies at stream granularity instead of packet granularity, greatly reducing the
overhead. Preliminary work shows that such an approach works well for a kernel rate limiter,
capable of sustaining 100 Gbps line rate on a single core [162]. However, determining which
policies can be expressed over a stream, and which fundamentally require packets, remains an
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open question.

Process scheduling with streams. The second opportunity is to improve process scheduling
for latency-sensitive applications. Latency-sensitive applications must wake up quickly when
new data arrives [160]. One approach is to pin applications to cores and have them poll for data.
But while polling ensures fast wake-up times, it wastes CPU cycles when applications are idle.
Some proposals address this issue by introducing a centralized scheduler that monitors incoming
data and allocates cores to applications on demand [57, 58, 144], but they face a trade-off between
reactivity and scalability. The scheduler can interpose on every packet, which lets it react as
soon as data arrives but turns the scheduler into a choke point. Alternatively, packets can be
delivered directly to applications, but this creates a delay between when data arrives and when
the scheduler notices it. Streaming can avoid this trade-off by decoupling data from notifications.
Data flows directly to application threads, avoiding the choke point, while notifications flow to
the centralized scheduler, letting it react as soon as data arrives. Preliminary work suggests that
this approach can improve throughput compared to packet-based designs [65].

5.2 Better Message-Passing Primitives

Architectures converged on message passing as the mechanism and shared memory as the
interface. In their 1998 book, Culler et al. [39] made the argument that parallel architectures
that were once seen as competing had converged. One of the reasons for this claim is that
architectural features such as shared memory and message passing can be constructed from each
other. Software can provide a message-passing abstraction on top of a shared-memory hardware
interface and a shared-memory abstraction on top of a message-passing hardware interface. But
regardless of the interface that the hardware exposes to software, the implementation typically
relies on message passing. This remains true today, with all major host interconnect technologies
based on message passing (e.g., PCle [150], CXL [37], NVLink [32]). While the underlying host
interconnects use message passing, the interface that hardware exposes to software on most
CPUs and GPUs today has converged on shared memory, with no efficient message-passing
primitives exposed to software.!

In terms of functionality, a shared-memory hardware interface is sufficient, since software
can construct message passing on top of it. But when the goal is point-to-point communication,
this layering adds unnecessary overheads: software implements message passing over shared
memory, which the hardware in turn implements using message passing! We can see this cost by
comparing DCP’s queue-based and memory-based implementations (§ 4.6.6). The queue-based

!Modern x86 provides MOVDIR64B [34] and ENQCMD [33], but neither is efficient. ENQCMD is non-posted: it awaits
a device completion to report success, making each enqueue wait an RTT. MOVDIR64B is posted but returns no status,
providing no flow control. In addition, both bound transfers to 64 B, much smaller than the TLP payload limits.
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implementation leverages the low-level message-passing primitives that devices can access but
software on CPUs and GPUs cannot. This results in lower latency and higher throughput.

An interesting research direction is therefore to expose efficient hardware message-passing
primitives to software running on both CPUs and GPUs. The challenge is that an efficient
primitive must offer non-blocking semantics and flow control. Without them, senders either
stall waiting for receivers to drain or overwhelm receivers that cannot keep up. Fortunately,
DCP addresses both: because its credit system lets a sender know in advance whether the
receiver can accept a command, we can prevent senders from blocking and receivers from being
overwhelmed. A solution, then, is to have CPUs and GPUs implement DCP in hardware, keeping
track of credits and issuing credit requests automatically, allowing software to send and receive
commands directly to and from devices” MMQs. Determining the right software interface, and
the right ISA extensions to support it, remains an open question.






Chapter 6

Conclusion

In an era where devices are capable of increasingly complex computation, how should they
communicate? In this dissertation, we made the case that accelerators and I/O devices can
benefit from adopting general-purpose interfaces for communication. We showed that, contrary
to conventional wisdom, general-purpose device interfaces can match or even outperform
specialized interfaces. We did so by building two systems that address different sources of
specialization in existing device interfaces:

Enso (Chapter 3) generalizes “what” devices communicate by introducing an interface that
works well for different data formats. Enso replaces the packetized interface commonly used
in NICs with a streaming abstraction where software and the NIC communicate by simply
appending data to a contiguous buffer with no constraints on the format or granularity of the
data. We showed that this interface is better suited for higher-level formats while addressing
the performance issues of the existing packetized interface.

DCP (Chapter 4) generalizes “whom” devices can communicate with by introducing a
communication protocol that accommodates endpoints with different constraints and capabilities
without requiring devices to adapt to one another. DCP introduces a new queue primitive
called Memory-Mapped Queue (MMQ) that decouples what senders see from how receivers
implement it. It then uses this unifying abstraction to implement distributed coordination
among the endpoints. We showed that DCP is lightweight (requiring neither general-purpose
programmability nor exposed memory), can be implemented by a wide range of devices (e.g.,
CPUs, GPUs, NICs, and specialized accelerators), and drastically improves throughput and
latency by removing CPU mediation.

In the rest of this chapter, we comment on some of the broader lessons we learned from
building these systems (§ 6.1) and reflect on the path to adopting general-purpose interfaces (§ 6.2).
We then conclude the dissertation by reflecting on the role hardware interfaces should play in
the evolving computer architecture landscape (§ 6.3).
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6.1 Lessons Learned

Building Ens6 and DCP taught us lessons that extend beyond the two systems. We now discuss
a few of them.

Servers are still deeply CPU-centric. The assumption that the CPU is the primary compute
platform and devices simply aid the CPU extends beyond device interfaces, permeating many
other aspects of server design. PCle is built as a tree with the CPU at the root, and most CPUs
today do not forward peer-to-peer PCle transfers [108]. Consequently, devices must sit behind
a PCle switch to be able to issue peer-to-peer transactions, and the server becomes partitioned:
devices behind different switches cannot communicate directly, since the path between switches
traverses the CPU, and devices in different NUMA nodes cannot reach one another. We also
faced non-fundamental obstacles when running DCP on a real server. For instance, we were
unable to cascade PCle switches because of artificial limitations imposed by the server vendor.
Fortunately, hardware vendors seem to be moving in the right direction: the latest generation of
PCle switches supports substantially more devices and even allows multiple CPUs to connect to
the same switch [26]. This has the potential to level the playing field between devices and the
CPU.

The performance of device interfaces is hard to predict and diagnose. The performance
of a device-CPU interface depends on subtle details of how the CPU manages its cache. Designs
that look reasonable on paper, and even perform well in simulation, can still fail in practice.
For instance, when designing Enso, we had to discard many designs that seemed reasonable at
first but performed poorly when running on the real hardware (§ 3.4). Coherence is a frequent
source of performance problems. Because the CPU and the device access the same cache lines,
every write from the device must first acquire exclusive ownership of the line, invalidating any
copy held by the CPU. When the CPU then reads the line, it takes a copy back into its cache,
and the device’s next write must acquire ownership again. If the CPU polls too aggressively,
almost every write from the device faces this issue.

Diagnosing the source of these issues can also be hard. For instance, cache-line contention
creates backpressure on PCle, which eventually propagates to the device’s internal hardware
pipeline. As a result, a problem that originates in the CPU’s cache may become visible only as a
stall inside the device. Finding the root cause often involves examining hundreds of hardware
counters. But because these effects are tied to details of the CPU architecture, they are typically
not reproduced in simulation, so the only way to reliably evaluate the performance of a candidate
design is to build it and measure it on real hardware.

The value of end-to-end simulation. Although performance must ultimately be measured
on real hardware, simulation is essential during development, since hardware is much easier
to debug in simulation than after synthesis. End-to-end simulation extends this benefit from
the device to the entire system by running the actual software against the simulated hardware.
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This lets us develop the hardware and software at the same time while avoiding long synthesis
cycles, and allows us to check the correctness of their interactions rather than of the device by
itself. We learned this the hard way with Enso, which we built without end-to-end simulation.
When testing Ensd’s hardware, we wrote testbenches that emulated what the software side of
the interface would do, so the tests could exercise only the interactions we anticipated. When
building DCP, we had learned our lesson and instead adapted SimBricks [104] to simulate the
driver running on the CPU, a hierarchy of PCle switches, and multiple devices, all in a single
end-to-end simulation. This reproduced interactions we would not have thought to test and let
us catch bugs early, while they were still easy to observe and fix. It also let us reproduce bugs
that we only found later, on the real hardware, such as deadlocks involving multiple devices
that would have been very hard to diagnose without simulation. In general, the more of the
system we can include in the simulation, the further these benefits extend.

6.2 Adoption

While we have shown that adopting better device interfaces can solve many problems, a natural
question to ask is: What about backward compatibility? A major reason for keeping hardware
interfaces unchanged is compatibility with legacy software and hardware. We discuss this
concern in the context of each of the systems we introduced.

6.2.1 Adopting Enso

Fully benefiting from Enso requires breaking existing software APIs. While drivers could adapt
Enso to fit existing APIs, doing so risks losing some of its performance benefits. For instance,
DPDK [43] sends and receives data by passing around arrays of pointers to packet buffers. This
closely reflects the expectations of packetized NIC interfaces, since the driver can construct
descriptors from these pointers on transmission and pointers from descriptors on reception.
Unfortunately, keeping the existing DPDK semantics with Ensd would require copying each
packet to a dedicated packet buffer, negating many of Enso’s performance advantages. Indeed,
in Chapter 3 we had to modify the DPDK-based applications we used in our experiments to use
the Enso API instead. Other software that wants to benefit from Enso will need to do the same.

We believe this cost is acceptable for two reasons. First, developers of high-performance
applications are accustomed to adapting their code to the hardware, as evidenced by the many
applications that abandoned traditional sockets in favor of DPDK [18, 49, 67, 91, 101, 111, 122,
146, 154, 184, 200], RDMA [17, 45, 64, 96, 136, 200], or AF_XDP [69, 189]. These are also the
applications that benefit the most from Enso. Second, many applications rely on a high-level
interface, such as an RPC library. Porting such libraries to Enso benefits every application built
on top of them, without changes to the applications themselves.
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6.2.2 Adopting DCP

Adopting DCP is no harder than adopting any other new device interface. Every device today
typically ships with a custom interface and a matching driver. In this sense, adopting DCP should
be easier than the status quo, since both the hardware implementation and the software can
be reused across devices. Moreover, unlike Enso, DCP does not force changes to software APIs
when communicating with the CPU. DCP is flexible enough to mimic the patterns of existing
interfaces by changing how allocation works. For instance, by using a memory pool allocator,
DCP can mimic a packetized interface, making it a good fit for DPDK. Alternatively, by using a
bump allocator, DCP can mimic an Enso-style interface.

A more significant concern for DCP adoption is not software APIs but the fact that DCP’s
benefits depend on multiple devices implementing the same protocol. In particular, the first
device to adopt DCP might see no benefit since it would join an ecosystem where every other
device uses a specialized interface. Fortunately, DCP can be implemented in software on existing
programmable devices, such as CPUs and GPUs. A new device that implements DCP in hardware
can therefore communicate with these devices from day one. Moreover, legacy devices that
cannot implement DCP can continue to rely on CPU mediation to communicate with both
DCP-capable and legacy devices, which is no different from what happens today. From there,
we expect a compounding effect, with DCP’s benefits growing with adoption.

Regardless of the specific device interface, the barrier to adopting new hardware is often the cost
of changing software. As machine learning models become increasingly capable of writing and
porting code, that cost is falling [125, 128], and we expect the barrier to adopting new hardware
interfaces to fall with it. We return to this point in the next section.

6.3 Looking Ahead

Before concluding, we reflect on the role hardware interfaces should play as computer archi-
tectures become more specialized. This specialization reverses decades of convergence. By the
1990s, computer architectures had largely converged on a single programming model, with
sequential programs executing over a coherent shared memory [39]. Successful architectural
innovations were the ones that preserved the programming model (e.g., cache coherence, out-of-
order execution, prefetching, and branch prediction), and thus avoided breaking compatibility
with existing software. And architectures that instead tried to change the model repeatedly
failed to gain widespread adoption [95, 147, 174].

More recently, however, architectures have begun to diverge again. Computation is increas-
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ingly moving away from the CPU and into specialized architectures, each with a programming
model that better reflects its structure [68]. GPUs are programmed through data-parallel ker-
nels [155], ML accelerators through graphs of tensor operators [93], and programmable network
devices through match-action pipelines [23].

Yet these new architectures do not operate as standalone devices. They assume that the CPU
remains at the center of the system, responsible for gluing the different devices together. This
happens in two ways: first, the CPU mediates communication, adapting each device’s specialized
interface so that data can flow from one device to the next; second, the CPU centralizes control,
allowing programmers to manage devices from software running on the CPU.

In this dissertation, we showed that a general-purpose device interface removes the depen-
dency on the CPU for communication. Devices with very different architectures can communicate
directly, without adapting to one another and without routing data through the CPU. But we
still depend on the traditional CPU for control.

Depending on the CPU for control, however, is less costly than depending on it for commu-
nication, because control can often be kept off the critical path. When a device lets the CPU
bind each queue to a specific functionality ahead of time, the device knows what to do with
the data the moment it arrives and needs the CPU only at setup time. DCP follows this model,
fixing the functionality of each queue when the queue is instantiated, or letting the device itself
determine the functionality. Only when a control decision can neither be encoded ahead of time
nor made by the device itself does it fall to software on the CPU at runtime, bringing the CPU
back onto the critical path.

Instead of removing control from the CPU, we should focus on reducing the cost of relying
on it. Many of the costs of falling back to the CPU for control are not fundamental. CPUs today
are optimized for long-running sequential execution, not for short computations that react to
I/O. This mismatch is, at least in part, a consequence of the CPU’s existing programming model.
Fortunately, the main barrier to changing this model, the cost of porting legacy software, is
falling with advances in machine learning [125, 128]. If software becomes cheap to port to new
programming models, architects can finally redesign the CPU to eliminate this mismatch. It
is also an opportunity to revisit good ideas that failed for reasons that no longer hold and to
propose new ones.

However we perform control in the future, we expect one lesson of this dissertation to hold:
the more specialized and independent devices become, the greater the need for general-purpose
communication among them.
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